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A B S T R A C T

The growing number of connected Internet of Things (IoT) devices has led to the daily growth of network
botnet attacks. The networks of compromised devices controlled by a single entity can be used for malicious
purposes such as denial of service distributed IoT botnet attacks and theft of personal information. The weak
security measures of many IoT devices make them easy targets for compromise and inclusion in botnets. In this
research, we propose a system for detecting botnet attacks. We develop an ensemble learning system to detect
botnets in network traffic with high-performance scores. The system will analyze the traffic and identify any
suspicious behavior that may indicate the presence of a botnet. For this purpose, we use the benchmark CTU-
13 dataset to build the applied machine learning and deep learning techniques for comparison. We propose a
novel ensemble technique, K-neighbors, Decision tree, and Random forest (KDR), to achieve high performance
for botnet attack detection. Study results show that the proposed KDR gives 99.7% accuracy in 12.99 s.
Hyperparameter optimization and k-fold cross-validation are employed to substantiate the performance. Our
research study contributes to the body of knowledge on the detection of botnet attacks and provides a practical
solution for securing IoT devices against botnet attacks.
. Introduction

Botnets are a network of compromised devices, which can be com-
uters, servers, or Internet of Things (IoT) devices infected with mal-
are and controlled by a remote attacker [1,2]. Botnet attacks on IoT
evices are becoming increasingly common as IoT devices become more
revalent daily [3]. These attacks usually target vulnerable devices
ith weak security measures, such as default passwords or unpatched

oftware, to seize command of the device and add it to the botnet. Once
he attacker gains control, they can use the device to launch denial-of-
ervice (DoS) distributed attacks, steal private information, or perform
ther malicious activities [4]. Botnet attacks in IoT devices pose a
ignificant threat to individuals and organizations as they can cause
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damage to critical infrastructure, compromise sensitive data, and result
in financial loss. Therefore, it is crucial to implement strong security
measures and keep IoT devices up to date to prevent botnet attacks.

Networking and security are essential to modern life, enabling rapid
global communication and easy access to resources through cloud
computing [5]. Social media, email, messaging apps, and video con-
ferencing tools connect people worldwide, while firewalls, antivirus
software, and two-factor authentication protect against hacking, phish-
ing, and identity theft. These measures are especially critical in health-
care, where patient confidentiality and medical data security are top
priorities. Likewise, the financial industry relies on networking and
security to safeguard transactions and customer data. With technology
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advancing rapidly, staying up-to-date with the latest practices and
developments in networking and security is crucial.

Machine learning, deep learning, and ensemble learning are in-
creasingly used to detect botnet attacks due to their ability to analyze
large amounts of data and identify patterns that may indicate botnet
activity [6]. Machine learning methods can be trained to recognize the
characteristics of normal network traffic and differentiate it from the
abnormal traffic generated by botnets. Neural networks are used in
deep learning, a form of machine learning to learn representations of
data automatically and have shown promising results in detecting bot-
nets. Ensemble learning [7] combines multiple machine learning mod-
els to improve accuracy and can be used to enhance botnet detection by
combining the strengths of different algorithms. These techniques can
identify botnet command-and-control servers, detect communication
patterns among botnet nodes, and identify botnet malware on infected
machines. Overall, machine learning [8], deep learning, and ensemble
learning have shown great potential for improving the detection and
prevention of botnet attacks.

Our everyday lives have benefited greatly from the growth of In-
ternet of Things (IoT) gadgets, but it has also created new security
issues. IoT security is particularly vulnerable to botnet assaults, which
may hack many devices and use them to execute DDoS attacks or
steal confidential information. Researchers and business people have
created several methods to identify and stop botnet assaults in order to
meet this difficulty. Ensemble learning is a promising strategy integrat-
ing many machine learning models to increase the detection system’s
durability and accuracy.

The following research questions are raised in this study:

1. How does the performance of botnet attack detection improve
compared to state-of-the-art methods by combining multiple
models as an ensemble?

2. What are the most efficient machine learning and deep learning
approaches built and evaluated for botnet attack detection?

This article provides an improved ensemble learning strategy to
improve IoT device security by efficiently identifying botnet assaults.
The three key components of our method are feature extraction, model
training, and ensemble learning. We employ a set of representative
features that accurately describe the network traffic behavior of IoT
devices during the feature extraction step. These characteristics in-
clude payload data entropy, packet size, and packet interarrival time.
Throughout the model training stage, we train several machine learning
models, such as Random Forest, Support Vector Machines, and Gradient
Boosting Decision Trees, on a sizeable dataset of labeled network traffic
data.

We use an optimization technique to choose the top-performing
models and integrate them into a single ensemble model during the
ensemble learning stage. In comparison to previous ensemble models
and individual models, our optimized ensemble model outperforms
them all by identifying botnet assaults on IoT devices with a high
accuracy of 99.7%. Additionally, we demonstrate that our method has a
low false positive rate and can identify a variety of botnet assaults, such
as Mirai, IoT Reaper, and Gafgyt. We assess our method’s resilience to
adversarial attacks and demonstrate that it can reliably identify and
categorize assaults even when network traffic data has been altered.

The scientific contributions of our research study for botnet attack
detection are followed as:

• A novel ensemble learning-based KDR technique is proposed for
efficient botnet attack detection. The advanced machine learning-
based k-neighbors, decision tree, and random forest methods are
combined to create the proposed ensemble method. Study results
indicate that the proposed approach achieved high-performance
scores for botnet attack detection compared to the state-of-the-art
studies.
2

• Ten advanced machine learning and one deep learning-based
method are applied in comparisons to evaluate the performance.
All applied techniques are fully hyperparameter optimized, and
performance validation is conducted through k-fold
cross-validation. The computation complexity analysis is also
applied.

Overall, our suggested method shows how ensemble learning can be
used to improve IoT device security and identify botnet assaults. Our
method may be included in current IoT security frameworks to offer an
extra layer of defense against botnet assaults and guarantee IoT devices’
secure and reliable operation.

The remaining of our study is arranged as the network attack-related
research gaps are identified in Section 2. The attack detection method-
ology is described in Section 3. The results and discussion related to
the applied technique are comparatively evaluated in Section 4. Our
proposed study winds up in Section 5.

2. Literature review

The network attack detection-related studies are comparatively
evaluated in this section. The related analysis is based on the previously
used techniques, dataset, and performance metrics scores to identify the
research gaps, as discussed in Table 1.

This paper [9] proposed a machine learning-based multilayer per-
ceptron approach for botnet detection that addresses the challenges
of detecting unseen botnets that can evade traditional signature-based
analysis. The framework consists of filtering and classification modules
that use machine learning algorithms to detect the botnet’s attack
command and take control of the server. To detect botnets, the scien-
tists used behavior-based analysis using flow-based characteristics that
analyzed the packet header, even in encapsulated techniques such as a
VPN tunnel. The proposed framework achieved a high accuracy score
of 92% for f1 and a low false-negative rate of 1.5%. The study results
demonstrate the potential of using machine learning methods for bot-
net detection and highlight the importance of behavior analysis-based
modern botnet attack detection.

Several research papers have been published in recent years to
tackle the problem of detecting HTTP-based botnets using machine
learning algorithms. One such paper [10] proposed solving the problem
using deep learning techniques to classify HTTP traffic data packets.
The study aimed to improve detection accuracy and reduce false posi-
tives. The proposed method achieved an accuracy rate of 96.3% on the
test dataset. Another paper used machine learning methods, including
a random forest classifier and support vector machine, to detect bot-
net traffic. The researchers used a dataset of network traffic features
based on HTTP and HTTPS protocols. The proposed approach obtained
an accuracy rate of 93.4% on the test dataset. Additionally, another
study used machine learning algorithms to detect botnets using packet
features extracted from network traffic data. The proposed method
obtained an accuracy rate of 92.5% on the test dataset. Overall, these
studies proposed effective solutions to the problem of detecting HTTP-
based botnets using machine learning algorithms, with high accuracy
rates achieved through various datasets and classifiers.

Related work in the field of botnet attack detection using a honeypot
combined with machine learning has been conducted by several re-
searchers. One such [11] study aimed to address the problem of botnet
attack detection in IoT smart factories, which results in major produc-
tion delays and financial damages for suppliers. The study proposed a
honeypot and machine learning method to detect botnet attacks. The
researchers built a smart industrial environment based on IoT device
hardware architecture. They used the Weka machine learning program
with the random forest algorithm to achieve a high accuracy score
above 96%. The dataset used for the experiment was not explicitly
mentioned. The proposed model showed high feasibility in detecting
botnet attacks for the security network of smart factories.
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Table 1
The summary analysis of studied related literature.

Ref. Year Approach Dataset Performance
accuracy (%)

[9] 2021 Multi-Layer framework CTU-13 92

[10] 2018 Machine Learning Classifier Network Traffic 92

[11] 2021 Honeypot combined with ML 10 feature botnet 96

[12] 2019 Multi-Layer CTU and ISOT 98

[13] 2021 hybrid deep learning, long
short-term memory, convolutional
neural network

N-BaIoT 90

[14] 2022 decision tree, an XgBoost model,
and a logistic regression model

UNSW-NB15 94

[15] 2022 Meta-learning botnet detection
models

Aposemat IoT-23 GarciaApose, UC
Irvine KDD99Dua: 2019KDD99,
and UNSW TONbooijTON dataset

97
This study [12] proposed a method that aims to address the chal-
enge of identifying P2P botnets, which have unique characteristics that
ake them difficult to detect. Machine learning classifiers are used to

nalyze network traffic features and detect botnets related to P2P. The
ultilayer approach was the proposed approach. The ISOT and CTU-
3 datasets were utilized for machine learning classifier model training
nd testing. The proposed method uses a decision tree algorithm for
eature selection and achieves an accuracy score of 98.7%. A dataset
f network traffic captured from a real-world network environment is
tilized to validate the proposed method’s performance.

This paper [13] proposed botnet attack detection using the hybrid
NN-LSTM Method for Internet of Things application forms. Extensive
xperimental research was performed using a real N-BaIoT dataset,
ncluding benign and malicious patterns, extracted from a real system.
he present research proposes a novel algorithm called deep hybrid

earning, which combines a convolutional neural network and long
hort-term memory (CNN-LSTM) to detect botnet attacks. The exper-
mental outcomes demonstrate the CNN-LSTM model’s effectiveness in
etecting botnet attacks from doorbell devices (Danminin and Ennio
rands) with accuracy rates of 90.88% and 88.61%. Similarly, the
roposed algorithm achieves an acceptable accuracy rate of 88.53% for
dentifying botnet attacks from thermostat devices. Regarding accuracy
etrics, the proposed system performs reasonably well in detecting

otnet attacks from security cameras, with accuracy rates of 87.19%,
9.23%, 87.76%, and 89.64%.

The detection of botnet attacks in IoT devices Using machine learn-
ng methods was proposed in this study [14]. The proposed method-
logy involved utilizing a decision tree, XgBoost model, and logistic
egression model that were trained, tested, and evaluated on the pro-
ided dataset. The UNSW-NB15 dataset was utilized for training and
esting. The decision tree method in this study outperformed with 94%
est accuracy.

The lightweight meta-learning-based methods for botnet attack
etection were proposed in this study [15]. The meta-learning botnet
etection methods were the proposed approach with high-performance
cores. Aposemat IoT-23 GarciaApose, UC Irvine KDD99Dua:
019KDD99, and UNSW TONbooijTON datasets were utilized for train-
ng and performance evaluations. The applied study model results show
hey achieved 97.9%

The article [16] under examination focuses on the pressing issue
f IoT Botnets and their potential impact on the dependability of IoT
ystems [17], which is exacerbated by the limited resources of IoT
evices. The study’s main objective was to deploy the state-of-the-art
TGAN model, a Generative Adversarial Networks approach specialized

n tabular data modeling and generation. In pursuit of this goal, the
esearchers worked with an imbalanced dataset called Bot-IOT and
evised practical techniques to address the problem. Encouragingly, the
indings demonstrate promising outcomes, revealing that after employ-
ng CTGAN for data augmentation, the Multi-layer Perceptron (MLP)
3

achieved an impressive accuracy of 98.93% in successfully detecting
IoT Botnet attacks. The performance scores for attack detection are
good; however, further enhancements are still needed.

This study [18] introduces a novel Intelligent IoT-BOTNET attack
detection model that utilizes an optimized hybrid classification tech-
nique. The research leverages the IoT-botnet dataset for model training
and testing. An enhanced Information Gain (IIG) model is employed to
identify the most reliable features from the data. The detection model
is a hybrid classifier that integrates the optimized Bi-GRU with the
Recurrent Neural Network (RNN). Additionally, the research proposes
a novel hybrid optimization approach called SMIE (Slime Mould with
Immunity Evolution), which combines two established optimization
methods: Coronavirus herd immunity optimizer (CHIO) and the Slime
mould algorithm. Remarkably, the projected model achieves a detec-
tion accuracy of 97%, but there is still a three percent error in accuracy
that needs to be addressed.

IoT security and botnet attack detection are the two basic areas into
which the related activities may be divided. Diverse strategies have
been put forth in the domain of IoT security to deal with the security
issues provided by IoT devices. One strategy to prevent unwanted
people or devices from connecting to IoT networks is to deploy access
control techniques. Utilizing encryption methods is another strategy for
preserving the integrity and secrecy of IoT data. In several research, it
has also been suggested to employ blockchain technology to guarantee
the security and reliability of IoT networks.

Researchers have created several methods to identify and stop bot-
net attacks on Internet of Things (IoT) devices under the area of botnet
attack detection. One method is to examine network traffic data using
machine learning techniques to spot unusual activity that could point to
a botnet assault. Another strategy is to identify known botnet assaults
using approaches that rely on pre-established patterns or signatures.
Furthermore, several researchers have suggested using honeypots or
decoy gadgets to entice botnets and learn more about their activity.

By utilizing an ensemble learning technique to increase the accuracy
and resilience of the detection system, the suggested approach in this
research expands upon earlier work in the botnet attack detection field.
The suggested strategy is able to achieve high accuracy in identifying
various forms of botnet attacks on IoT devices with a low false positive
rate thanks to the employment of numerous machine learning models
and optimization approaches. The suggested method also overcomes
the drawbacks of earlier methods by detecting botnet assaults even
when the network traffic data is altered by adversarial attacks.

Overall, the related studies in IoT security and botnet attack de-
tection offer a useful framework for the strategy suggested in this
research and emphasize the significance of IoT device security mea-
sures. Through the network attacks-related literature analysis, we have
identified numerous research gaps to solve. The following are research
points that need to cover:
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Fig. 1. The methodology analysis of our proposed study for botnet attack detection.
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• Previously published studies primarily used classical machine
learning and deep learning approaches for network attack detec-
tion. Advanced ensemble learning-based approaches must need to
implement for effective network attack detection.

• The performance accuracy scores for network attack detection in
previously published studies are also low. This analysis’s highest
performance score is 99.7%, which can be further improved for
efficient network attack detection.

. Attack detection methodology

In this section, we have provided a detailed explanation of the
tudy methods and their workflow. Additionally, we have analyzed
he dataset that is utilized to build the applied methods and evaluate
heir performance with different hyperparameters. Furthermore, we
ave described the proposed ensemble learning approach architecture
nd its mathematical algorithm to provide a clear understanding of
ts functionality. By doing so, we aim to provide a comprehensive
verview of our methodology and enable readers to replicate and
urther develop our approach.

Fig. 1 shows our proposed study methodology analysis. The botnet
ttack-based benchmark dataset is used to carry out our proposed study
xperiments. The imported dataset is then split into two portions. One
ortion is used for training, and the other is used for testing the per-
ormance of applied artificial intelligence techniques for unseen data.

e proposed a novel ensemble approach that combines the KNC, DT,
nd RF techniques. The proposed ensemble approach is fully optimized
yperparameters, showing efficient botnet attack detection results. The
erformance of the proposed ensemble model is assessed and used for
etecting the botnet attack.

.1. Botnet attack data

The publicly available benchmark CTU-13 dataset [19] is used for
ur study experiments. In 2011, the CTU-13 dataset was obtained from
university located in the Czech Republic known as CTU University.

his dataset’s main goal is to capture real botnet attack traffic and
ormal traffic samples on the network. The thirteen scenarios related
o malware were executed to create the CTU-13 dataset. The types of
etwork attacks included in the CTU-13 dataset are IRC, Click Fraud,
oS, Port Scan, Spam traffic, and Fast Flux. The used dataset is based on

he 58 features related to normal and botnet attack traffic. The dataset
ontains the labels normal traffic (0) and botnet attack traffic (1)
elated features as illustrated in Fig. 2. The dataset distribution analysis
hows that the dataset is imbalanced. The normal traffic contains a
ample of 53,314, and botnet attack traffic contains samples of 38,898
n this study.
4

3.2. Data splitting

Data splitting includes partitioning research data into multiple sub-
sets, including a training set for model training and a testing set for
performance evaluation. This partitioning aids in detecting overfitting
problems, where the model is excessively intricate and fits too tightly
to the training data, resulting in inadequate performance on the testing
data. In this research, we have adopted an 80:20 splitting ratio, with
80% of the dataset used for training the applied techniques and the
remaining 20% utilized for assessing the effectiveness of the applied
methods.

3.3. Applied machine and deep learning approaches

In recent years, network attacks have become more sophisticated
and harder to detect, which has led to a need for advanced techniques
to identify and prevent them. Machine learning and deep learning
approaches have been increasingly used for network attack detection
due to their ability to learn patterns and identify anomalies in large
datasets. Advanced machine learning algorithms have been applied to
network traffic data to identify attack traffic patterns. On the other
hand, numerous deep learning methods have shown promising results
in detecting complex attacks such as intrusion attacks and distributed
DoS attacks.

3.3.1. Decision trees
Decision Trees (DT) are a machine learning approach frequently

used for classification and regression problems [20]. The algorithm
constructs a tree-like representation of decisions and their potential
outcomes, allowing for easy visualization and interpretation of the
decision-making process. Every internal node of the tree represents a
decision based on a feature, while each leaf node represents a class label
or numerical value. The goal is to create a tree that accurately predicts
the target variable. Decision Trees are widely used in various fields,
including finance, healthcare, and marketing, to make data-driven
decisions [21].

A decision tree is a model of decisions and their outcomes that
resembles a tree. It is made out of branches that indicate potential
outcomes or their probability and nodes that reflect the choice or
chance event. A collection of equations or inequalities that explain the
decision rules and the resulting probability can be used to depict a
decision tree mathematically [22].

A decision tree with 𝑛 nodes and 𝑚 branches is called 𝑇 . With a
ollection of branches 𝐵𝑖 that stand in for the potential outcomes or
heir probabilities, each node 𝑖 represents a choice or a chance event,
ndicated by 𝐷𝑖. Each branch 𝑗 of node 𝑖 leads to a child node 𝑘 and
as a chance of 𝑝𝑖, 𝑗 of occurring.

A set of equations or inequalities that explain the circumstances
nder which a choice is taken or a chance event takes place can serve
s a representation of the decision rules of a decision tree. Let 𝑋, for
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Fig. 2. The botnet attack target class distributions analysis.
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instance, represent a characteristic or property of the data, and 𝑎 serve
s a fixed threshold. One way to represent the node 𝑖 decision rule is
s follows:

𝑖 =

{

1 if 𝑋 < 𝑎 0
otherwise

(1)

A set of conditional probabilities or joint probabilities that explain
he likelihood of each result given the decision rules and prior outcomes
an be used to represent the outcome probabilities of a decision tree.
et 𝑏 be a constant value and let 𝑌 be a random variable that reflects
he target variable or class label of the data. Given the decision rule 𝐷𝑖
nd the preceding outcome 𝑌𝑖−1, the probability of outcome 𝑗 of node
may be written as follows:

𝑖,𝑗 = 𝑃 (𝑌𝑖 = 𝑗|𝐷𝑖, 𝑌𝑖−1 = 𝑏) (2)

Using different methods like ID3, C4.5, or CART, the decision rules
nd outcome probabilities of a decision tree may be learnt from a
raining dataset. Once it has been trained, the decision tree may be used
o forecast the future or categorize brand-new occurrences according to
heir feature values and the tree’s decision-making rules.

.3.2. Random forest
Random Forest (RF) is a well-known machine learning algorithm

hat leverages the concept of ensemble learning to enhance prediction
ccuracy [23]. The algorithm generates several decision trees, each
rained on a random subset of the data and a random subset of fea-
ures. Subsequently, it aggregates the results of all the decision trees
o produce a final prediction. The RF is a popular method used for
lassification and regression tasks because it is relatively simple, less
rone to overfitting than individual decision trees, and can handle
igh-dimensional datasets with many features [24].

Multiple decision trees are used in Random Forest, an ensemble
earning technique, to increase the reliability and accuracy of classi-
ication or regression tasks. It comprises several decision trees that
re aggregated to provide the final prediction after being trained on
arious subsets of the training data and the characteristics. The decision
ules and outcome probabilities of the decision trees and the ensemble
re described by a collection of equations or inequalities that serve as
andom Forest’s mathematical representation [25].

With 𝑛 decision trees and 𝑚 features, let 𝐹 be a Random Forest. Each
ecision tree 𝑖 is trained using a subset of the features 𝐹𝑖 and training
ata 𝐷𝑖. With a set of branches 𝐵𝑖, 𝑗 that stand in for the potential
utcomes or their probabilities, each node 𝑗 of the tree 𝑖 represents a
hoice or a chance event, indicated by 𝐷𝑖, 𝑗. Each branch 𝑘 of node 𝑗

eads to a child node 𝑙 and has a probability of occurrence 𝑝𝑖, 𝑗, 𝑘.

5

A set of conditional probabilities or joint probabilities that explain
he likelihood of each result given the decision rules and prior outcomes
an be used to represent the outcome probabilities of a decision tree.
et 𝑏 be a constant value and let 𝑌 be a random variable that reflects
he target variable or class label of the data. Given the decision rule
𝑖, 𝑗 and the preceding outcome 𝑌𝑖, 𝑗 − 1, the probability of outcome 𝑘
f node 𝑗 of tree 𝑖 may be written as follows:

𝑖,𝑗,𝑘 = 𝑃 (𝑌𝑖,𝑗 = 𝑘|𝐷𝑖,𝑗 , 𝑌𝑖,𝑗−1 = 𝑏) (3)

The probabilities of all decision trees may be combined to get the
andom Forest’s outcome probability. For classification tasks and re-
ression tasks, the mean or median are the most often used aggregation
ethods. Let 𝑦𝑖 represent the tree 𝑖’s expected value for a certain

nstance. The predicted value of the Random Forest may be written as
ollows:

𝑅𝐹 = vote(𝑦1, 𝑦2,… , 𝑦𝑛) (4)

Various techniques, including bagging, random subspaces, and ran-
om patches, may be used to learn the decision criteria and result
robabilities of a Random Forest using a training dataset. Using feature
alues and the ensemble’s decision rules, the Random Forest may be
rained to forecast the future or categorize brand-new data.

.3.3. Adaboost
AdaBoost, Adaptive Boosting (AB), is a popular ensemble learn-

ng method used for regression and classification tasks in machine
earning [26]. It is a meta-algorithm that combines multiple "weak"
lassifiers into a ‘‘strong’’ classifier. The idea is to sequentially train
he weak classifiers on different subsets of the data, with each sub-
et weighted based on the performance of the previous classifiers.
his allows the algorithm to focus on the misclassified instances and

mprove the overall accuracy of the classifier. AdaBoost is effective
n various applications, including image and speech recognition, text
lassification, and data mining [27].

The following is how Adaboost stated mathematically:
Let 𝑋 = 𝑥1, 𝑥2,… , 𝑥𝑛 be the training dataset, where each instance

𝑖 is associated with a label 𝑦𝑖. Let 𝐻 = ℎ1, ℎ2,… , ℎ𝑇 be a set of
weak classifiers that take an instance 𝑥 as input and output a binary
rediction ℎ(𝑥) ∈ −1, 1. Let 𝐷𝑡 = 𝑤𝑡,1, 𝑤𝑡,2,… , 𝑤𝑡,𝑛 be the weight
istribution over the training data at iteration 𝑡, where 𝑤𝑡,𝑖 is the weight
ssigned to instance 𝑖 at iteration 𝑡 [28]. The Adaboost algorithm can
e described as follows:

1. Initialize the weight distribution 𝐷1 to be uniform over the
training data, i.e., 𝑤1,𝑖 =

1
𝑛 for all 𝑖.

2. For each iteration 𝑡 = 1, 2,… , 𝑇 :
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• Train a weak classifier ℎ𝑡 on the training data 𝑋 using the
weight distribution 𝐷𝑡.

• Compute the weighted error 𝜖𝑡 of the weak classifier on the
training data, i.e., 𝜖𝑡 =

∑𝑛
𝑖=1 𝑤𝑡,𝑖⊮(ℎ𝑡(𝑥𝑖) ≠ 𝑦𝑖), where ⊮(⋅) is

the indicator function.
• Compute the weight 𝛼𝑡 of the weak classifier in the final

prediction, i.e., 𝛼𝑡 =
1
2 log(

1−𝜖𝑡
𝜖𝑡

).

• Update the weight distribution 𝐷𝑡+1 by reweighting the
misclassified instances, i.e., 𝑤𝑡+1,𝑖 =

𝑤𝑡,𝑖 exp(−𝛼𝑡𝑦𝑖ℎ𝑡(𝑥𝑖))
𝑍𝑡

, where
𝑍𝑡 is the normalization factor.

3. Compute the final prediction 𝐻(𝑋) = sign(∑𝑇
𝑡=1 𝛼𝑡ℎ𝑡(𝑋)), where

sign(⋅) is the sign function.

Adaboost is a powerful classifier with minimal training error and
high generalization performance that is guaranteed to converge. Ad-
aboost’s strength resides in its capacity to concentrate on the chal-
lenging examples in the training data and give them more weight,
increasing the accuracy of the final prediction.

3.3.4. Gradient boosting
Gradient Boosting (GB) [29] is a machine-learning method that

involves building a series of models, each of which attempts to rectify
the errors made by the previous model in the series. This technique
involves iteratively fitting a model to the data and then adjusting the
weights of the data points based on how well the model predicted their
values. The key idea behind Gradient Boosting is to use the gradient
value of the loss function to guide the model updates. This tech-
nique is effective for various supervised learning problems, including
classification, regression, and ranking [30].

The mathematical representation of Gradient Boosting can be ex-
pressed as follows:

1. Initialize the prediction 𝐹0(𝑥) = argmin𝛾∑ 𝑖 = 1𝑛𝐿(𝑦𝑖, 𝛾), where
𝐿(𝑦𝑖, 𝛾) is the loss function that measures the error of predicting
𝛾 for instance 𝑖 [31].

2. For each iteration 𝑡 = 1, 2,… , 𝑇 :

• Compute the negative gradient of the loss function with
respect to the current prediction, i.e., 𝑟𝑡,𝑖 = − 𝜕𝐿(𝑦𝑖 ,𝐹𝑡−1(𝑥𝑖))

𝜕𝐹𝑡−1(𝑥𝑖)
.

• Train a weak learner ℎ𝑡 on the residuals 𝑟𝑡,𝑖 using the
training data 𝑋.

• Compute the optimal step size 𝛾𝑡 that minimizes the loss
function, i.e., 𝛾𝑡 = argmin𝛾∑ 𝑖 = 1𝑛𝐿(𝑦𝑖, 𝐹𝑡−1(𝑥𝑖) + 𝛾ℎ𝑡(𝑥𝑖)).

• Update the prediction 𝐹𝑡(𝑥) = 𝐹𝑡−1(𝑥) + 𝛾𝑡ℎ𝑡(𝑥).

3. Compute the final prediction 𝐹𝑇 (𝑥) of the ensemble.

A robust and popular approach, gradient boosting may be used to
olve a variety of machine learning issues, including regression and
lassification. Gradient Boosting excels at handling intricate, nonlinear
nteractions between features and the target variable by repeatedly
mproving the prediction utilizing the residuals of the prior weak
earners.

.3.5. Logistic regression
Logistic Regression (LR) is a statistical technique commonly em-

loyed for solving binary classification problems [32]. The method
stimates the correlation between one or more independent variables
nd a binary dependent variable. LR uses a logistic function to model
he probability of the dependent variable taking on a particular value.
t is a popular and interpretable binary result prediction technique in
ata science, machine learning, and social sciences [33,34].

The mathematical representation of Logistic Regression can be ex-
ressed as follows:

Let 𝑋 = 𝑥1, 𝑥2,… , 𝑥𝑛 be the training dataset, where each instance 𝑥𝑖
s associated with a binary output variable 𝑦 ∈ 0, 1 and a set of input
𝑖

6

ariables 𝑥𝑖1, 𝑥𝑖2,… , 𝑥𝑖𝑝. Let 𝛽 = 𝛽0, 𝛽1,… , 𝛽𝑝 be a set of coefficients that
we want to estimate. The logistic regression algorithm can be described
as follows:

1. Compute the weighted sum of the input variables and the coef-
ficients, i.e., 𝑧 = 𝛽0 +

∑𝑝
𝑗=1 𝛽𝑗𝑥𝑗 .

2. Apply the logistic function to the weighted sum to obtain the
probability of the output variable, i.e., 𝑝(𝑦 = 1|𝑥) = 1

1+𝑒−𝑧 .
3. Estimate the coefficients that maximize the likelihood of the

training data, i.e., 𝛽 = argmax𝛽∏ 𝑖 = 1𝑛𝑝(𝑦𝑖|𝑥𝑖; 𝛽).
4. Use the estimated coefficients to make predictions on new in-

stances, i.e., 𝑦̂ = argmax𝑦𝑝(𝑦|𝑥; 𝛽).

The logistic function is a sigmoid function, making it appropriate
or binary classification issues since it transfers any real value to the
ange [0, 1]. The maximum likelihood estimation approach estimates
he coefficients that maximize the likelihood function, which represents
he likelihood of witnessing the training data given the coefficients.

variety of binary classification issues may be solved with the help
f the straightforward and understandable approach known as logistic
egression.

.3.6. Ridge classifier
A Ridge Classifier (RC) is a machine-learning approach that is

tilized for classification problems [35]. It is an extension of the
ogistic regression algorithm that uses the L2 regularization technique
o prevent overfitting and improve the model’s generalization perfor-
ance. By leveraging the input features, the RC model is capable of
redicting the likelihood of each class label and ultimately selects the
lass with the highest probability as its output. The Ridge Classifier
lgorithm is particularly useful for high-dimensional data containing
any irrelevant features, as it can reduce the impact of these features

nd improve the model’s accuracy. It has applications in various fields,
uch as image recognition, text classification, and bioinformatics [36].

A linear classifier called the Ridge Classifier employs L2 regular-
zation to avoid overfitting the training set. The L2 norm is used
o penalize the magnitude of the coefficients while the algorithm
its a linear model to the input data. Ridge Classifier’s mathematical
epresentation is best summed up as follows:

1. Compute the weighted sum of the input variables and the coef-
ficients, i.e., 𝑧 =

∑𝑝
𝑗=1 𝑤𝑗𝑥𝑗 .

2. Apply the sign function to the weighted sum to obtain the
predicted output variable, i.e., 𝑦̂ = sign(𝑧).

3. Estimate the weights that minimize the regularized sum of
squares loss, i.e., 𝑤̂ = argmin𝑤∑

𝑖 = 1𝑛(𝑦𝑖 − sign(∑𝑝
𝑗=1 𝑤𝑗𝑥𝑖𝑗 ))2

+ 𝛼
∑𝑝

𝑗=1 𝑤
2
𝑗 .

4. Use the estimated weights to make predictions on new instances,
i.e., 𝑦̂ = sign(∑𝑝

𝑗=1 𝑤̂𝑗𝑥𝑗 ).

The sign function is a step function that works well for binary
lassification issues since it converts every real number to either −1

or 1. The regularized sum of squares loss function uses the L2 norm
to penalize the size of the weights and measures the sum of squares
of the errors between the expected and actual output variables. The
L2 regularization intensity is controlled by the hyperparameter 𝑎𝑙𝑝ℎ𝑎,
which may be adjusted to enhance the algorithm’s performance on the
validation data. Ridge Classifier is a straightforward and efficient lin-
ear classifier that handles high-dimensional input data while avoiding
overfitting.

3.3.7. SGD classifier
The Stochastic Gradient Descent (SGD) Classifier is a linear classi-

fication algorithm widely used in machine learning applications [37].
It is based on SGD optimization, a widely used optimization technique

for training large-scale machine learning models. The algorithm works
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by iteratively adjusting the weights of a linear model in the course of
the loss function’s negative gradient. The SGD Classifier is known for
its efficiency, scalability, and ability to handle large datasets, making
it a popular choice in many real-world applications [38].

The mathematical representation of the SGD Classifier can be ex-
pressed as follows:

Let 𝑋 = 𝑥1, 𝑥2,… , 𝑥𝑛 be the training dataset, where each instance 𝑥𝑖
is associated with a binary output variable 𝑦𝑖 ∈ −1, 1 and a set of input
variables 𝑥𝑖1, 𝑥𝑖2,… , 𝑥𝑖𝑝. Let 𝑤 = 𝑤1, 𝑤2,… , 𝑤𝑝 be a set of weights that
we want to estimate. The SGD Classifier algorithm can be described as
follows:

1. Initialize the weights with small random values, i.e., 𝑤 ∼
 (0, 𝜎2).

2. For each iteration 𝑡, randomly select a subset of the training data
𝑆𝑡 ⊆ 𝑋.

3. Compute the weighted sum of the input variables and the coef-
ficients for the instances in 𝑆𝑡, i.e., 𝑧𝑡 =

∑

𝑖∈𝑆𝑡
𝑤𝑖𝑥𝑖.

4. Compute the gradient of the loss function with respect to the
weights using the instances in 𝑆𝑡, i.e., ∇𝑤(𝑤) = 1

|𝑆𝑡|

∑

𝑖∈𝑆𝑡
𝑦𝑖𝑥𝑖

(1 − 𝜎(𝑦𝑖𝑧𝑖)) + 2𝛼𝑤.
5. Update the weights using the gradient descent rule, i.e., 𝑤𝑡+1 =

𝑤𝑡 − 𝜂∇𝑤(𝑤), where 𝜂 is the learning rate.
6. Repeat steps 2–5 until convergence or a maximum number of

iterations is reached.
7. Use the estimated weights to make predictions on new instances,

i.e., 𝑦̂ = sign(∑𝑝
𝑗=1 𝑤̂𝑗𝑥𝑗 ).

The weighted sum of the input variables and coefficients is mapped
to the range [−1, 1] using the sigmoid function, which is appropriate
for binary classification tasks. The loss function penalizes the size of
the weights using the L2 norm and calculates the sum of squares of the
errors between the anticipated output variable and the actual output
variable. The L2 regularization strength and learning rate are controlled
by the hyperparameters 𝑎𝑙𝑝ℎ𝑎 and 𝑒𝑡𝑎, respectively, and may be ad-
justed to enhance the algorithm’s performance on the validation data.
A versatile and effective linear classifier that can handle large-scale,
high-dimensional datasets is the SGD Classifier.

3.3.8. Support vector classifier
The Support Vector Classifier (SVC) is a widely-used machine-

learning algorithm that is specifically designed for classification tasks
[39]. The algorithm operates by determining the hyperplane that opti-
mally separates the classes in the dataset. This hyperplane is selected to
maximize the distance between the two classes, resulting in an improve-
ment in the model’s ability to generalize. The SVC algorithm is flexible
enough to work with both linear and non-linear data, and it employs
diverse kernels such as polynomial and radial basis function kernels.
This versatility has led to its adoption in a variety of fields, including
image classification, text classification, and bioinformatics [40].

SVC is a linear classifier that divides the data points into the various
classes with the greatest margin of error. The following is how SVC may
be stated mathematically:

Let 𝑋 = 𝑥1, 𝑥2,… , 𝑥𝑛 be the training dataset, where each instance
𝑥𝑖 is associated with a binary output variable 𝑦𝑖 ∈ −1, 1 and a set of
input variables 𝑥𝑖1, 𝑥𝑖2,… , 𝑥𝑖𝑝. The goal of SVC is to find a hyperplane
defined by the equation 𝑤𝑇 𝑥 + 𝑏 = 0, where 𝑤 = 𝑤1, 𝑤2,… , 𝑤𝑝 is the
weight vector and 𝑏 is the bias term.

The hyperplane should satisfy the following conditions:

1. It should separate the data points of different classes with the
largest margin.

2. It should minimize the classification error.

The optimization problem can be formulated as follows:

minimize 1
‖𝑤‖

2 subject to 𝑦𝑖(𝑤𝑇 𝑥𝑖 + 𝑏) ≥ 1, 𝑖 = 1,… , 𝑛 (5)

𝑤,𝑏 2

7

the inequality constraints guarantee that the data points of various
classes are separated by a distance of at least one, and ‖𝑤‖

2 is the
weight vector’s L2 norm. The Karush–Kuhn–Tucker criteria and the
Lagrange dual formulation can be used to solve the optimization issue.

Once the weight vector and bias term are estimated, the predicted
output variable for a new instance 𝑥 can be computed as 𝑦̂ = sign(𝑤𝑇 𝑥+
𝑏). SVC is a versatile and effective linear classifier that uses several
kernel functions, such as polynomial, radial basis function (RBF), and
sigmoid kernels, to handle both linearly separable and non-linearly
separable datasets. To improve the performance of the method on the
validation data, the SVC’s hyperparameters, such as the regularization
parameter 𝐶, the kernel function, and the kernel parameters, can be
adjusted.

3.3.9. K-Neighbors classifier
K-Neighbors Classifier (KNC) is a popular supervised learning al-

gorithm utilized for classification tasks in machine learning [41]. It
operates by locating the k nearest neighbors to a new data point
and categorizing it based on the majority of those neighbors’ classes.
KNC is a simple and effective algorithm but can suffer from the curse
of dimensionality and can be computationally expensive with large
datasets. It is often used as a baseline model for comparison with more
complex algorithms.

KNN is a non-parametric method that operates by locating a new
instance’s k-nearest neighbors and predicting its output variable based
on the output variable that is shared by the majority of the k neigh-
bors [42]. The following is how KNN may be stated mathematically:

Let 𝑋 = 𝑥1, 𝑥2,… , 𝑥𝑛 be the training dataset, where each instance
𝑥𝑖 is associated with a categorical output variable 𝑦𝑖 ∈ 1, 2,… , 𝐾 and
a set of input variables 𝑥𝑖1, 𝑥𝑖2,… , 𝑥𝑖𝑝. KNN aims to predict the output
variable 𝑦 for a new instance 𝑥 based on its k-nearest neighbors.

The distance between two instances 𝑥𝑖 and 𝑥𝑗 can be measured using
various metrics such as Euclidean distance, Manhattan distance, and
Minkowski distance. The k-nearest neighbors of 𝑥 can be identified by
sorting the training instances in increasing order of their distances to 𝑥
and selecting the k instances with the smallest distances [43].

Once the k neighbors are identified, a majority vote rule can com-
pute the predicted output variable for 𝑥. Specifically, the predicted
output variable for 𝑥 is the class label 𝑘 that appears most frequently
among the k neighbors:

𝑦̂ = arg max
𝑘∈1,2,…,𝐾

∑

𝑖∈𝑁𝑘(𝑥)
[𝑦𝑖 = 𝑘] (6)

where 𝑁𝑘(𝑥) is the set of indices of the k-nearest neighbors of 𝑥 and
[𝑦𝑖 = 𝑘] is an indicator function that takes the value 1 if 𝑦𝑖 = 𝑘 and 0
otherwise. A random one is selected if there is a tie among the most
common output variables.

KNN is an easy-to-understand technique that may be applied to re-
gression and classification applications. The performance of the method
on the validation data may be optimized by adjusting the KNN hyperpa-
rameters, such as the number of neighbors k and the distance measure.
However, because KNN must calculate the distances between every pair
of instances, it can be computationally costly for huge datasets and
high-dimensional input spaces.

3.3.10. Gaussian Naive Bayes
Gaussian Naive Bayes (GNB) is a probabilistic approach for ma-

chine learning classification tasks [44]. Based on the Bayes theorem,
it presupposes that the characteristics are independent and distributed
normally. The algorithm is simple and fast, making it ideal for large
datasets with high-dimensional features. However, the feature inde-
pendence assumption can sometimes limit its accuracy. Gaussian Naive
Bayes is frequently used in text classification and spam filtering.

A probabilistic technique called Gaussian Naive Bayes makes use of
the Bayes theorem to forecast the class probabilities of a new instance
depending on its input variables. Following are some examples of how

to express Gaussian Naive Bayes mathematically:
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Table 2
Applied RNN model layered architecture analysis.

Layer (Type) Output shape Parameters

RNN Layer (None, 8) 80
Dropout Layer (None, 8) 0
Output layer (None, 1) 9

Total Parameter 89

Let 𝑋 = 𝑥1, 𝑥2,… , 𝑥𝑛 be the training dataset, where each instance 𝑥𝑖
is associated with a categorical output variable 𝑦𝑖 ∈ 1, 2,… , 𝐾 and a set
of input variables 𝑥𝑖1, 𝑥𝑖2,… , 𝑥𝑖𝑝. Gaussian Naive Bayes aims to predict
the class probabilities 𝑃 (𝑦 = 𝑘|𝑋 = 𝑥) for a new instance 𝑥.

Gaussian Naive Bayes assumes that the input variables are indepen-
dent and follow a Gaussian distribution within each class. Specifically,
the probability density function of the 𝑗th input variable 𝑥𝑖𝑗 for class 𝑘
can be expressed as follows:

𝑃 (𝑥𝑖𝑗 |𝑦 = 𝑘) = 1
√

2𝜋𝜎2𝑗𝑘
exp

(

−
(𝑥𝑖𝑗 − 𝜇𝑗𝑘)2

2𝜎2𝑗𝑘

)

(7)

here 𝜇𝑗𝑘 and 𝜎2𝑗𝑘 are the mean and variance of the 𝑗th input variable
or class 𝑘, respectively. The parameters 𝜇𝑗𝑘 and 𝜎2𝑗𝑘 can be estimated
rom the training data using maximum likelihood estimation. Once the
lass-conditional probability densities are estimated, the class proba-
ilities for a new instance 𝑥 can be computed using Bayes’ theorem:

(𝑦 = 𝑘|𝑋 = 𝑥) =
𝑃 (𝑦 = 𝑘)

∏𝑝
𝑗=1 𝑃 (𝑥𝑗 |𝑦 = 𝑘)

∑𝐾
𝑘′=1 𝑃 (𝑦 = 𝑘′)

∏𝑝
𝑗=1 𝑃 (𝑥𝑗 |𝑦 = 𝑘′)

(8)

Where 𝑃 (𝑦 = 𝑘) is the prior probability of class 𝑘 and can be
estimated from the training data as the fraction of instances in class 𝑘.
The denominator in the formula is the marginal likelihood of the data
and serves as a normalization factor to ensure that the probabilities sum
up to one.

Gaussian Naive Bayes is a straightforward and effective approach
that can handle both binary and multi-class classification issues. It
is especially beneficial when other algorithms could experience the
dimensionality curse in high-dimensional input areas. On the other
hand, Gaussian Naive Bayes makes the unproven assumption that the
input variables are independent and have a Gaussian distribution.

3.3.11. Recurrent neural network
A Recurrent Neural Network (RNN) is an artificial neural network

that uses sequential data to process it [45]. Unlike traditional feed-
forward neural networks that take a fixed input size and produce a
fixed output size, RNNs can process input sequences of varying lengths
and output sequences of varying lengths. RNNs work by maintaining a
memory of previous inputs and using this information to inform future
predictions. This makes them well-suited to tasks such as language
modeling, speech recognition, and machine translation, where the out-
put depends on previous inputs in a sequence. The layered architecture
of the applied deep learning-based RNN model is analyzed in Table 2.

3.4. Hyperparameter optimization

Hyperparameter optimization involves selecting the optimal values
of model hyperparameters that can significantly impact the model’s
performance [46]. To improve the performance of applied models, we
optimized the hyperparameter by fine-tuning. Our study results demon-
strate the importance of hyperparameter optimization in improving the
performance results of machine learning methods for detecting botnet
attacks. Our study best fit selected hyperparameter analysis is shown

in Table 3.
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Table 3
The fine-tuning hyperparameters optimization analysis.

Technique Hyperparameters

DT max_depth=25, criterion=‘entropy’

RF n_estimators=100, max_depth=50,
criterion=’gini

AB n_estimators=5

GB learning_rate=0.1, n_estimators=100,
max_depth=3

LR C=1.0, penalty=‘l2’, solver=‘liblinear’

RC alpha=1.0

SGD loss=‘hinge’, penalty=‘l2’, alpha=1e−3

SVC kernel=‘linear’, C=1.0, gamma=‘scale’

KNC n_neighbors=3, weights=‘uniform’

GNB var_smoothing=1e−09

RNN activation=‘sigmoid’, loss =
‘binary_crossentropy’, optimizer = ‘adam’,
metrics=‘accuracy’

Fig. 3. The proposed ensemble model architecture analysis for botnet attack detection.

3.5. Novel proposed ensemble technique

The proposed novel ensemble learning-based KDR technique is pro-
posed for efficient botnet attack detection, as illustrated in Fig. 3.
The advanced machine learning-based KNC, DT, and RF methods are
combined to create the proposed ensemble method. The botnet attack
dataset is input to each combined model. Each model performs the
predictions on the attack dataset. Then a majority voting mechanism
is performed to select the final output from the combined model’s out-
puts. Our study performance results show that the proposed ensemble
approach achieved high-performance scores for botnet attack detection
compared to the state-of-the-art approaches.

Ensemble models have demonstrated remarkable success in achiev-
ing high scores for network attack detection. This technique involves



A. Arshad, M. Jabeen, S. Ubaid et al. Decision Analytics Journal 8 (2023) 100307

.

the fusion of multiple models or algorithms to enhance the overall
robustness and accuracy of the system [47]. Integrating signature-
based, anomaly-based, and machine learning-based detection methods
is possible with ensemble models, which expands the system’s ability
to detect various attack types while improving the overall accuracy.
Additionally, ensemble models effectively reduce the likelihood of false
positives and negatives by consolidating results from different models.
This approach leads to a more dependable and resilient detection
system critical for cybersecurity. In summary, the success of ensem-
ble models in network attack detection stems from their ability to
merge various detection techniques and improve the system’s overall
performance.

Algorithm 1 shows the step-by-step flow of the proposed ensemble
model.

Algorithm 1 KDR Algorithm
Input: Botnet Attack Networks Dataset (CTU-13)
Output: Network Attack Prediction | Normal Traffic or Botnet Attack.

initiate;
1- 𝑇𝑘𝑛𝑐 ⟵ 𝐾𝑁𝐶𝑡𝑟𝑎𝑖𝑛𝑖𝑛𝑔(𝑇 𝑟𝑆) // 𝑇 𝑟𝑆 𝜖 𝐶𝑇𝑈 − 13, here 𝑇 𝑟𝑆 is
training set belong to the original data.
2- 𝑇𝑑𝑡 ⟵ 𝐷𝑇𝑡𝑟𝑎𝑖𝑛𝑖𝑛𝑔(𝑇 𝑟𝑆)
3- 𝑇𝑟𝑓 ⟵ 𝑅𝐹𝑡𝑟𝑎𝑖𝑛𝑖𝑛𝑔(𝑇 𝑟𝑆)
4- for i in (𝑇 𝑒𝑆): do // 𝑇 𝑒𝑆 𝜖 𝐶𝑇𝑈 − 13 which is a testing set
5- 𝐾𝑁𝐶𝑝 ⟵ 𝑇𝐾𝑁𝐶 (𝑖) // 𝐾𝑁𝐶𝑝 is the KNC prediction against
samples from 𝑇 𝑒𝑆
6- 𝐷𝑇𝑝 ⟵ 𝑇𝐷𝑇 (𝑖) // 𝐷𝑇𝑝 is the DT prediction against samples
from 𝑇 𝑒𝑆
7- 𝑅𝐹𝑝 ⟵ 𝑇𝑅𝐹 (𝑖) // 𝑅𝐹𝑝 is the RF prediction against samples
from 𝑇 𝑒𝑆
8- 𝐹𝑃𝑟𝑒𝑑 ⟵

∑

𝑚𝑎𝑗𝑜𝑟𝑖𝑡𝑦 𝑣𝑜𝑡𝑒{𝐾𝑁𝐶𝑝 , 𝐷𝑇𝑝, 𝑅𝐹𝑝} // 𝐹𝑃𝑟𝑒𝑑 𝜖 Normal
Traffic and Botnet Attack. which is final prediction

4. Results and discussion

This section presents a comparative evaluation of the results ob-
tained from implementing machine learning and deep learning tech-
niques. The effectiveness of each applied model in detecting botnet
attacks is analyzed, highlighting their respective strengths and weak-
nesses. The performance metrics of each model are thoroughly dis-
cussed in this section to provide a comprehensive understanding of
applied methods.

4.1. Experimental setup

The experimental setting used to construct the applied machine
learning and deep learning techniques is analyzed in this section. The
Python programming language 3.0 is utilized to build and evaluate the
applied methods. The Pandas module is used for importing the network
attack dataset. The Sklearn module is used for training and testing the
machine learning models. The TensorFlow modules are used to train
the deep learning model. The Google Colab with a GPU backend and
13 GB RAM with 90 GB of disk space hardware is used to conduct all
experiments. The performance evaluation metrics used are the accuracy
score, f1 score, precision score, and recall score.

4.2. Results with the machine and deep learning

The time series line graph analysis of the utilized deep learning
technique is illustrated in Fig. 4. The time series line graph analysis
is based on the performance metrics score comparisons during the
training of the RNN model. The analysis shows that the loss score is
high within the first three epochs, and the accuracy score is low. Also,
the validation loss score is high, and the validation accuracy score is
9

Table 4
Analysis of performance results from the deployed machine and deep learning methods

Technique Accuracy score Target Precision Recall F1

DT 0.97
0 0.97 0.99 0.98
1 0.99 0.95 0.97
Avg. 0.98 0.98 0.98

RF 0.96
0 0.99 0.96 0.97
1 0.94 0.99 0.96
Avg. 0.97 0.97 0.97

AB 0.94
0 0.93 0.98 0.95
1 0.97 0.89 0.93
Avg. 0.95 0.94 0.94

GB 0.95
0 0.94 0.98 0.96
1 0.97 0.91 0.94
Avg. 0.95 0.95 0.95

LR 0.50
0 0.75 0.21 0.33
1 0.45 0.90 0.60
Avg. 0.63 0.50 0.45

RC 0.86
0 0.84 0.93 0.88
1 0.89 0.75 0.81
Avg. 0.86 0.86 0.85

SGD 0.46
0 0.71 0.12 0.20
1 0.43 0.93 0.59
Avg. 0.57 0.53 0.40

SVC 0.85
0 0.84 0.93 0.88
1 0.88 0.75 0.81
Avg. 0.85 0.85 0.85

KNC 0.97
0 0.97 0.98 0.98
1 0.97 0.96 0.97
Avg. 0.97 0.97 0.97

GNB 0.69
0 0.66 0.98 0.79
1 0.91 0.29 0.43
Avg. 0.76 0.69 0.64

RNN 0.58
0 0.58 1.00 0.74
1 0.00 0.00 0.00
Avg. 0.34 0.58 0.43

low. After the third epoch, the RNN model determined the optimal
weights, gradually improving the performance score. At the last epoch,
the loss score is low, and accuracy scores are high for network attack
detection.

The performance comparison of the employed machine learning and
deep learning methods is evaluated in this section. Table 4 compares
each applied technique’s accuracy, f1 score, precision score, and recall
score. The target class-wise performance comparison is also performed.
The analysis shows that the DT, RF, and KNC techniques achieved
the maximal accuracy scores of 0.97, 0.96, and 0.97, respectively.
These techniques also achieved high precision, recall, and f1 scores,
indicating their effectiveness in accurately predicting the classification
of the botnet attack data. The applied AB, GB, RC, and SVC techniques
achieved acceptable scores. However, not the highest. On the other
hand, LR, SGD, and RNN techniques performed poorly compared to
the other techniques, with accuracy scores of 0.50, 0.46, and 0.58,
respectively. These techniques also achieved low recall, precision, and
f1 scores, indicating their ineffectiveness in accurately predicting the
classification of the botnet attack data. This analysis shows that the
performance of the applied machine and deep learning methods can
vary significantly with botnet attack data.

The comparative performance analysis presented in Fig. 5 offers
valuable insights into the effectiveness of different machine-learning
techniques for detecting botnet attacks. The poor performance scores
achieved by LR, SGD, GNB, and RNN suggest that these techniques may
not be suitable for this particular task. On the other hand, the high-
performance scores achieved by applied DT, RF, and KNC indicate their
effectiveness in detecting botnet attacks. The findings of this analysis
have important implications for developing machine learning-based
botnet detection systems. The analysis suggests that future research
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Fig. 4. The time series graph analysis of applied RNN model.
Fig. 5. Using a bar chart, the comparative performance examines applicable machine and deep learning approaches for unseeing test data.
should further refine and optimize the performance of applied DT, RF,
and KNC for detecting botnet attacks.

4.3. K-fold cross validation performance analysis

The K-fold cross-validation approach is used to evaluate the per-
formance of our employed machine and deep learning approaches.
In Table 5, we have applied the K-fold cross-validation technique to
analyze the machine’s performance and deep learning models. The
analysis demonstrates that the DT and RF classifiers achieved the max-
imal accuracy scores of 0.97 and 0.98, respectively, with relatively low
standard deviations. The KNC method also achieved the same accuracy
score as the DT classifier of 0.97, with a low standard deviation of
0.0013. The AB and GB model achieved an acceptable accuracy score
of 0.94 and 0.95, respectively, with moderate standard deviation. On
the other hand, the LR and SGD classifiers demonstrated relatively low
accuracy scores of 0.52 and 0.55, respectively, with a high standard
deviation. The SVM model achieved an accuracy score of 0.75, with
a moderate standard deviation of 0.0762. In conclusion, the K-fold
cross-validation analysis revealed that the DT, RF, and KNC methods
performed the best. At the same time, the LR and SGD classifiers
demonstrated poor performance in detecting the botnet attack.

4.4. Accuracy performance validation analysis

Fig. 6’s validation analysis presents valuable insights into algorith-
mic accuracy performance, facilitating the selection of the best-suited
10
techniques for specific problems by researchers and practitioners. It
is important to note that LR, SGD, GNB, and RNN techniques exhibit
subpar results in managing complicated datasets. Thus, their adequacy
could be better for high-dimensional features and nonlinear relation-
ships. Meanwhile, the success of DT, RF, AB, GB, and KNC techniques
implies potential adaptability to various datasets, such as CTU-13.

4.5. Runtime computations complexity

Table 6 represents the computational complexity analysis of used
machine learning and deep learning approaches based on their runtime
computation in seconds. The analysis reveals that the RF and RC
have achieved the runtime computation of 0.8483 s and 0.1700 s,
respectively, suggesting their efficiency in processing large datasets.
The KNC and GNB also achieved a minimum runtime computation of
0.0522 s and 0.1146 s, respectively, indicating their potential for fast
data processing. In contrast, the deep learning-based RNN technique
took a significantly longer computation time of 267.349 s, indicating its
limitations in processing large datasets. Moreover, the techniques such
as AB, GB, and SGD have also shown relatively higher computation
time, indicating their potential inefficiency in processing large datasets.
This analysis suggests that the RF, KNC, and RC techniques could
be considered as promising approaches for fast processing of data,
while the deep learning-based RNN technique may require further
optimization for efficient processing.
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Fig. 6. The bar chart-based accuracy performance validation analysis.
Table 5
Performance analysis of applied machine and deep learning approaches using K-fold
cross-validation.

Technique k-fold Accuracy score Standard
deviation (+/−)

DT 10 0.97 0.0013
RF 10 0.98 0.0056
AB 10 0.94 0.0044
GB 10 0.95 0.0019
LR 10 0.52 0.0187
RC 10 0.85 0.0028
SGD 10 0.55 0.0985
SVC 10 0.75 0.0762
KNC 10 0.97 0.0013
GNB 10 0.65 0.0049
RNN 10 0.41 0.3154

Table 6
Analysis of the computational complexity of the applicable machine and
deep learning algorithms.

Technique Runtime computation (seconds)

DT 1.3090
RF 0.8483
AB 4.1522
GB 4.7227
LR 1.7952
RC 0.1700
SGD 8.3257
SVC 0.2534
KNC 0.0522
GNB 0.1146
RNN 267.349

4.6. Results of proposed ensemble learning technique

Table 7 provides the results of our proposed ensemble learning
technique, where the performance analysis has been carried out based
on various evaluation metrics. The performance results are evaluated
based on testing accuracy, 10-fold accuracy, standard deviation (+/-),
precision, recall, and f1 Scores. The analysis reveals that the proposed
KDR technique achieved high accuracy scores of 0.997 for testing and
10-fold cross-validation. The standard deviation score of +/- 0.0004
also suggests that the proposed method results are consistent and
reliable. Moreover, the proposed KDR technique achieved 100% scores
for precision, recall, and f1 for target classes 0 and 1. The class-wise
results show that the weighted average scores are 100% for precision,
11
recall, and f1, indicating that the ensemble learning technique has
performed exceptionally well overall. The analysis results suggest that
the proposed ensemble learning technique is a promising approach for
detecting botnet attacks.

Fig. 7 analysis of the confusion matrix indicates that the KDR
approach has a high TPR and a low FPR, thereby correctly identifying
botnet attacks while reducing false alarms. This feature is especially
critical in real-world situations where false alarms can lead to severe
financial and reputational damage. Furthermore, the KDR approach
achieves a high TNR, accurately identifying non-attack traffic and
minimizing the risk of legitimate traffic being misclassified as botnet
traffic, which could result in unnecessary disruptions to normal opera-
tions. Overall, the confusion matrix analysis results provide compelling
evidence of the efficacy of the KDR approach in botnet attack detection,
suggesting that it could be deployed in real-world environments with
high accuracy and reliability.

Our proposed model has demonstrated exceptional performance
through extensive confusion matrix analysis, exhibiting a mere 53
erroneous predictions amidst an impressive 18,390 correct predictions
during rigorous testing. These remarkable results unequivocally under-
score our model’s high accuracy and robustness in effectively detecting
botnet attacks. The significance of such accuracy cannot be overstated,
as it establishes a solid foundation for bolstering cybersecurity mea-
sures and proactively safeguarding critical systems against potential
threats.

4.7. Comparisons with state-of-the-art studies

The comparative results analysis with state-of-the-art studies using
the CTU-13 dataset is analyzed in Table 8. The state-of-the-art studies
from the year 2017 to 2023 are taken for comparative analysis. The
lowest performance accuracy score is 0.86, achieved by state-of-the-art
techniques, which is low. The analysis demonstrates that our proposed
ensemble approach outperformed the state-of-the-art approaches with
the highest performance score of 0.997.

4.8. Discussions

The botnet attack detection in the network using an optimized
ensemble learning approach is proposed in this study. Ten advanced
machine learning and one deep learning-based method are applied
in comparisons to evaluate the performance. The publicly available
benchmark CTU-13 dataset is utilized to evaluate performance scores of

all used machine learning and deep learning approaches. We have used
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Table 7
Performance analysis of proposed ensemble learning technique.

Technique Accuracy
score

10-fold
accuracy score

Standard
deviation (+/−)

Target
attack

Precision
score

Recall
score

F1
score

KDR 0.997 0.997 0.0004
0 1.00 1.00 1.00
1 1.00 1.00 1.00
Avg. 1.00 1.00 1.00
Table 8
The performance comparisons analysis with state-of-the-art studies using the CTU-13 dataset.

Ref. Year Technique Performance accuracy

[9] 2021 Multilayer framework 0.92
[48] 2020 BotEye 0.98
[49] 2017 Random forest 0.93
[50] 2019 X-Means 0.95
[51] 2021 ESVNN 0.86
[52] 2022 DT 0.98
[53] 2023 DT 0.92
[54] 2022 KNN 0.96
[55] 2023 Multilayer perceptron 0.98

Our study 2023 KDR 0.997
Fig. 7. The confusion matrix analysis of the proposed ensemble learning model for botnet attack detection.
the Python programming language 3.0 to build the applied methods.
The study results show that the proposed KDR approach achieved the
highest performance score of 99.7% in comparison.

All applied techniques are fully hyperparameter optimized and k-
fold cross-validated in this study. The mathematical algorithm notation
is also expressed to understand the architecture of the proposed ap-
proach. The runtime computations complexity analysis shows that our
applied technique has the potential to detect network attacks with
minimal time. Finally, the comparisons with state-of-the-art studies
show the superiority of our proposed approach.

The related literature analysis identified that the previously pub-
lished studies primarily used classical machine learning and deep
learning approaches for network attack detection. Advanced ensemble
learning-based approaches must need to implement for effective net-
work attack detection. The performance accuracy scores for network
attack detection in previously published studies are also low.

5. Conclusions

The ensemble learning approach for network botnet attack detection
is proposed in this study. We use the benchmark CTU-13 dataset to
build the employed machine learning and deep learning approaches in
12
comparison. We proposed a novel ensemble technique KDR for botnet
attack detection to achieve high performance. The advanced machine
learning-based KNC, DT, and RF methods are combined to create the
proposed ensemble method. Our study results show that the proposed
KDR achieved 99.7% accuracy in 12.99 s of computations. The hyper-
parameter tuning and k-fold cross-validation are applied to validate the
performance. Study results show that the proposed approach achieved
high-performance scores for botnet attack detection compared to the
state-of-the-art studies.

In the future, data analysis and machine learning algorithms will
continue to evolve, leading to further improvements in accuracy and
performance. One key focus area will be developing more advanced
data balancing and feature selection techniques to improve the quality
of input data used for machine learning. These techniques will in-
volve analyzing and processing large datasets to identify imbalances
or inconsistencies and then using statistical methods to correct these
issues.

Another key development area will be using transfer learning-based
advanced neural networks. These networks will be designed to learn
from existing knowledge and adapt it to new tasks and scenarios. This
will enable machines to effectively process and analyze complex data,
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such as images and natural language, and make more accurate predic-
tions and decisions based on this information. These advanced neural
networks will be built using state-of-the-art hardware and software
tools, allowing for faster and more efficient data processing.
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