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ABSTRACT

The study aimed to create a proposed framework for the internal auditor's dealings
with the security and confidentiality of accounting information. It also aimed to show
the concept and goal of information security. The study relied on books and references
to obtain the primary data for the study. Among the most important results: that there
are new jobs for internal auditors, which is to ensure the reliability of computer
networks, and to deal with big data. Among the most important of her recommendations:
The necessity of introducing the importance of confidentiality of accounting information
systems and how to document accounting information through the use of information
technology tools.
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1. INTRODUCTION

The auditing profession, like other important professions, began using technology when its
emergence, so it employed it in the audit system in a way that made the implementation of the
audit cycle a mechanism of a fast and accurate nature. Misleading outputs, and from this
standpoint it became necessary to keep pace with the audits of this technology and the changes
that it has brought to the system of the audit process, so that it has become a computerized
system that lacks some factors of confidence and credibility (Tan, 2015).

It between employees or those authorized to receive and deliver that information, and
information technology requires that information be delivered to the relevant parties in a timely
manner so that it does not lose its validity, so the best way to transfer that information is
computer networks, provided that verification is done. Of its reliability and appropriateness of
information and information security. Therefore, this study came to search for a proposed
framework for the work of internal auditing with computerized accounting information security
policies. The evolution in the world of technology is precisely characterized by new accounting
systems and new models in economics and business that are dealt with over the Internet.
(Almaliki , 2018)

The developments have reduced the period and rate of business by simplifying improved
dealings. Many organizations mainly use the information system to enhance the efficiency of
business events by organizing existing processes. Nowadays, companies and companies change
faster with globalization technology, and the accounting information system is one and part of
these changes and development, and this change is contingent on the data and information that
you produce for internal and external users for decision-making, reliable financial reports.
Companies must collect reputable data that will produce valuable information about the
business that can help guide users in making the right decision (Teru, 2015)

1.1 The Study Problem

Information security aims at preserving certain benefits and using this information and
information and communication systems that help to deliver this information in a timely
manner, and preserve it from old age, which often results in incompatibility, mistrust or lack of
integration. There are several factors that play a role in information security from The most
important of them are: Accountability and awareness of its importance. Information security is
one of the important matters that require effort, time and accuracy from the internal auditor in
transferring powers to officials in any facility, so the study is based on proposing a role for the
internal auditor in the security of accounting information.

e What are the procedures that the internal auditor must take to maintain the security and
confidentiality of computerized accounting information?

e What are the objectives that must be provided in information security so that the auditor
can maintain the security and confidentiality of accounting information?

e What are the principles that the internal auditor must follow in order to keep pace with
developments in the security and confidentiality of accounting information?

1.2 The Importance of Studying
The importance of the study lies in the following

e Information technology usually comes with what is new, which causes the existence of
several sources of information of interest to the company, which requires management
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first and secondly auditors to save this information from unauthorized spread, and keep
pace with information technology so that the risks of information technology security
can be controlled

e There are skills that must be in place so that it can help employees and customers to
manage information security risks and spare them legal accountability resulting from
viruses, misuse, or any other breaches of information security. Although the tools and
routine procedures play an important role in ensuring that unauthorized access from
Before individuals for the information stored on the computer, the human behavior plays
a strong and effective role in the information security procedures by setting passwords
and ensuring the security procedures on the information entrusted to him.

e Investing in company information security has always become important for
organizations and companies

e Aninvestment in information security is an allocation of resources to improve or protect
the information security of the enterprise, products and services

e The accounting system receives financial data and then processes it to produce the
accounting information for the beneficiary parties. It can be said that these parties,
regardless of whether they are internal or external, depend entirely on the outputs of this
system in making decisions. In order for the accounting information produced by these
systems to be useful, influential and useful for decision-making, it must be appropriate
and comparable.

1.3 Objectives of the Study
The study aims to achieve the following

e Proposing the role of the internal auditor in dealing with procedures that contribute to
increasing the efficiency and effectiveness of computerized accounting information
security.

e Knowing the information security principles that the internal auditor must follow to
maintain the security and confidentiality of computerized accounting information.

o Identify the objectives of information security that contribute to maintaining the security
and confidentiality of accounting information.

1.4 Previous Studies

Al-Obaidi study 2012 The study aimed to identify the risks of auditing computerized
accounting information systems for internal auditing in companies listed on the Amman Stock
Exchange. The questionnaire was used to obtain the primary information for the study. Among
the most important results: the presence of environmental risks on the efficiency of internal
audit. Among its most important recommendations: the need to take caution and caution in
dealing with the risks surrounding computerized information systems, and train and qualify
internal auditors to deal with electronic risks. This study contributed to defining the subject of
study represented by computerized accounting systems, in addition to defining the field of
internal auditing. It differs from it in that this study sets out a proposed framework for internal
auditing and not an applied study

Abu Dilbouh Study (2018) The study aimed to determine the effect of computerized
information systems risks on the efficiency of the internal control system in Jordanian
commercial banks. The questionnaire was used to obtain primary information, and the
questionnaire was distributed to internal auditors and financial managers in commercial banks.
Among the most important results of the study: The existence of a moderate degree of risk of
accounting information systems. Among its most important recommendations: the need to pay
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attention to, train and qualify internal auditors to deal with the risks of accounting information
systems. This study contributed to formulating the theoretical framework and defining the topic
of the study with the accounting information system, and differed from it in that this study
proposes a method for the internal auditor to deal with the security of computerized accounting
information.

Joabra study (2015) The study aims to identify the reality of accounting information systems
in four and five-star hotels in terms of planning, control and decision-making. The descriptive
analytical approach was used by collecting data through a questionnaire distributed to the
various hotel accountants in the Jodhpur region in India, after the statistical analysis of the
questionnaire, several main results emerged, the most important of which is that hotels in
Jodhpur did not use the methods of accounting information system in planning, control and
decision-making. The study concluded, respectively, that all classified items have a low average
value, which means that these assumptions are rejected. Because there is no relationship
between the accounting information system, planning and control, decision making in four and
five star hotels in Jodhpur. The study recommends increasing the qualification of cadres and
developing the information system in Jodhpur hotels for the effective application of accounting
information system methods. This study contributed to the theoretical framework of the study
and differed from it in the method of study that depends on the theoretical framework.

Meriyani study (2014) The study aimed to find out the effect of the quality of support
required by senior management to obtain good quality accounting information systems that
achieve the greatest benefit for the largest segment of financial statement readers. The study
relied on the deductive approach of financial data for service sector companies in the United
States. Among the most important results: Management support has a positive effect on
improving the quality of accounting information systems by identifying their risks and how to
deal with them in the event of those risks. Among its most important recommendations: the
need to link workers in the information systems environment with senior management so that
there is continuous and direct support to identify the risks of accounting and non-accounting
information, and the need to employ senior management support to improve the accounting
system in general.

1.5 Procedural Definitions

The system: It is a comprehensive framework for a set of parts and interrelated elements related
to the surrounding environment that interact with each other to achieve specific goals that
benefit the beneficiaries. (Al-Dalahma, 2008, p.79)

Accounting system: It is a set of manual and computer operations that aim to create
accounting records, and then set controls and methods that help to analyze and summarize them;
So that it is easy to deal with and use it in making decisions within the corporate environment
(Romney, 2015, p215))

Information system: an operation and analysis process to provide managers with the
necessary information to assist them in carrying out business and making decisions within the
organization, provided that this information is appropriate in terms of quality, timing and cost.
(Account, 2009)

Information: data that has been processed and formed to express economic events and
facts, which confirms that it increases the ability of its users to make appropriate decisions (Ezz
El-Din, 2015)

Internal audit: It is an independent body within the organization that monitors the
efficiency and effectiveness of the internal control system in the facility in order to protect it
from risks and activate institutional control (Al-Qadi, 2016)
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Accounting information systems: They are the systems that collect, record and store
evidence with the aim of converting it into useful information in making various decisions for
stakeholders. (Naseer, 2018)

Computerized accounting information systems: are those that rely on information
technology tools to perform the functions of recording, storing and retrieving accounting data
to help in making decisions (Alhosban, Almagableh, 2014)

2. THE THEORETICAL FRAMEWORK OF THE STUDY

The concept of security is used for all information related to protecting a company's valuable
assets against loss, loss, unauthorized disclosure and destruction. And the valuable assets in the
company are meant all the data and information recorded, processed, stored, distributed, and
recovered from electronic means (Francis, 2013).

The protection of information and data is also intended to protect it from the age or the
pyramid, which in turn leads to loss or difficulty in accessing that data, and protection must be
from government and non-governmental authorities, such as: passwords, user identification of
information and the establishment of security measures for the information. (Abbott, 2015)

The audit organ in the company must possess the resources that enable it to assess
information security and the ability to respond to its risks, so the internal audit department in
companies can take the following measures to ensure information security in them: (Awesejo,
2013)

e That the information technology tools used in accounting information security are
subject to control by the internal auditors, and the risks related to them are identified.

e Conducting documentation operations for persons authorized to use accounting
information to maintain its security and confidentiality.

e Restricting the authorities to specific persons, and establishing supervision over those
in charge of operating the systems.

2.1 The Goal of Information Security

Information security aims to protect the interests or benefits of that information for the benefit
of the company, as well as the protection of information and communication systems that
contribute to the delivery of that information to the concerned parties and preserving it from
weakness or legacy resulting from failure to supply that information or trust or integration in it.
(Harb, 2016) To achieve the goal of information security, the following conditions must be met:
(Banker, 2019)

e That the systems be prepared and used upon request only.

e That data and information be disclosed to authorized persons, or only those who have
the right to view it.

e That data and information be protected against unauthorized modification by specifying
powers in the internal control system or by the company's management.

2.3 Information Security Principles

In order for the goal of information security to be achieved in an information technology
environment, there are principles that must be present and applied by companies, especially the
large ones, and these principles are: (Wang, 2019)

e That the information security policy be clear responsibility, summary and specific. The
logic of this principle is that responsibility imposes auditing for all parties, and deals
with the interaction between information, roles and responsibilities so that it is clear,

http://www.iaeme.com/lIJM/index.asp editor@iaeme.com



The Role of the Internal Auditor in Dealing with the Security and Confidentiality of Computerized

Accounting Information Systems. A Proposed Framework

specific, understandable and authorized at the level at which information security is
sensitive to the company

That the information and information security procedures of the company be understood
by the stakeholders, and there must be principles, standards, customs and a mechanism
for implementing the information security process, which means that those concerned
with information security are well aware of these systems and principles and understand
them well, and thus the possibility of identifying the risks related to them and mitigating
them for the company to a minimum Possible level.

3-The information must be used and managed in an ethical manner, because information
systems are spread through employees, expectations, and instructions. Therefore,
information security procedures and information systems must be developed in a
manner consistent with the company’s culture and social conditions.

Information security control must be commensurate with risk adjustments, use or
disclosure of information, and information security control must match the value of
information assets, by focusing on the value and sensitivity of information, the
likelihood of its occurrence, and the possibility of direct and indirect loss or loss.

The principles, standards and norms of the information security mechanism must be
coordinated and integrated with each other and be integrated with the policies and
procedures related to maintaining information security through the information systems
in the company. Because some breaches of information security may be the result of not
controlling it, so the information security should be more appropriate when planning
and coordinating it through the company's control systems and through the life of that
information

All parties concerned with information security must be effective and timely, and
coordinated in a manner that prevents breaches and threats. Because organizations must
be able to coordinate events and identify threats in order to discover or mitigate them,
which means developing a mechanism to speed up security procedures for information
in the company.

3. THE PROPOSED FRAMEWORK FOR INTERNAL AUDITING IN
DEALING OF THE SECURITY AND CONFIDENTIALITY OF
COMPUTERIZED ACCOUNTING INFORMATION SYSTEMS

Using a file classification that enables device users to separate and isolate information
on mobile storage devices according to the importance and confidentiality of the data,
while specifying the password to access this information in safe places. (Tawfeq, 2014)

Carry out procedures that ensure that treatment results are correct, and that only
authorized persons receive or see the outputs obtained from the treatment. Control over
the outputs represents the final stage of monitoring the electronic processing system,
making them the final metrics that can be used to identify any defects in the quality of
the system. (European Centre for Disease Prevention and Control, 2014)

Limiting the internal control procedures, accounting information and procedural tasks
to the organizational computer unit, Automation of some internal control procedures,
including the means of control for the automatic construction of hardware and software
programs for the computer that were not possible in the manual system (Ksim, 2019)

When checking the inputs, the auditor examines the processes from beginning to end by
obtaining the original documents for these processes to manually process them from
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beginning to end. To make a comparison between manual and automatic treatment to
ensure correct treatment. (Titania, 2016)

The auditor audits electronic systems using electronic audit programs, and these
programs are designed to implement the audit process. These programs may be general,
that is, they can be used in any auditing process, or private, that is, they are specially
prepared for a specific audit process. (weshah, 2012)

The auditor should follow up and analyze the information stored in the form of computer
language, and among the auditor's tests as a solution to this problem was for the
designers of the client programs or others working on the computer processing system
to write special programs to analyze the computer information files. (Harb, 2020)

Describe the impact of information technology on the internal control system in a logical
manner and assess the control risks.

Description of the manual, which contributes to identifying the specialized skills
required to determine the effect of computer processing on auditing and designing and
completing audit procedures. (Al-Chahadah, 2018)

In order to integrate the efforts of auditors and workers in the field of internal control in
determining levels of risk and assessing their relative importance, this requires an
effective method in evaluating those risks, because the ability to determine the degree
and level of risk affects the procedures of the audit process. The best way to analyze
and assess risk is to follow analytical procedures, which help to shorten time, in addition
to being a preferred way to accomplish and understand the desires and requests of
customers. (Eid, 2014)

The most important work of auditing in general and internal control in particular in the
IT environment is to identify the sites with high risks for the organization, and the
auditor must participate with management in the risk assessment process, to ensure the
stability of views on those risks. And auditors in evaluating the priorities of the risk
analysis, so that it begins first with an analysis of the risk from the auditor, and then
assesses the possibilities of exposure to it and finally determines the costs of those risks.
(Awosejo, 2013)

The role of the company's internal auditor is to assess the technology risks related to
owning old computers and their suitability for the company's accounting programs and
to assess the return from the additional costs of the company. (Abu Dilbouh, 2018)

The internal control system, in cooperation with the internal auditors, must draw up a
list of risks to which the activities and business of the company may be exposed, by first
identifying the risks, then the possibility of their occurrence and finally determining the
costs of those risks if they occur, as well as the possibility of determining the cost of the
results of their occurrence, where the company can avoid Or eliminating the costs
incurred by the company, in addition to the benefits that can be obtained from those
costs resulting from information technology on the activities and work of organizations
.(Al-Hosban, 2009)

Checking the reliability of computer networks, as auditing computer networks
technology is constantly changing either according to the desire of the management or
according to the requirements of the work or according to what happens to information
technology or the circumstances surrounding the company, which means that
information technology auditors must master the audit of computer networks by
directing some Questions to the technical specialists in the company in addition to the
presence of some basic concepts in computer networks, which helps computer
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technology auditors to keep abreast of changes and help management to ensure the
reliability of these networks. (Alsharairi, 2017)

e The success of auditing for computer networks as a whole depends on the level of
technical knowledge possessed by an information technology auditor, and gaining that
knowledge is not an easy thing, especially if the training budget is limited, and without
detailed knowledge of computer networks and their components, it is difficult for the
auditor to perform the audit in terms of maintenance And the processing of data and
information owned by the networks and how they are communicated to the
beneficiaries. (Alsharairi, 2017)

e The internal auditor must first understand the fundamentals that the networks operate
on and that communicate data, and learn about the components of computer networks
by asking questions to the technical staff about network design or referring to books and
related references, and he must also understand that the components of networks change
continuously. (Alsharairi, 2017)

e The internal auditor must be aware of the risks that may occur as a result of that access
to information from outside the company and the possibility of information leakage
through them, in addition to the need to ensure that they perform the duties assigned to
them only and not enter forbidden sites, which means putting in place procedures to
avoid these risks. In addition to identifying computer network users to increase security
measures and trying to reduce risks related to computer networks and related
technology. (Al-Chahadah, 2018)

e Therole of the internal auditor and the internal control system in determining the extent
of the company's existence of tools, auditing them, determining the costs of those
programs and other costs related to them, in addition to assessing the company's need
for these programs and other tools according to the changes in the information
technology environment that affect the company's business and activities. One of the
most important reasons for using accounting software in companies is to find and locate
accounting programs and the participation of information technology employees in the
company with employees in the internal control system, then the role of the internal
auditor here comes in making sure that these accounting programs are consistent with
the company's policies and strategies. (Abdullah, 2012)

e The internal auditor must ensure that the accounting programs have a maintenance and
warranty period and try to increase them as much as possible, as well as ensure the
availability of the parts necessary to operate the accounting programs with the company
and the market and the possibility of identifying the risks that may arise from dealing
with these programs and the extent to which these programs keep pace with the changes
that occur to The company's business and activities and to ensure security policies for
information and their suitability for these programs and that these programs achieve the
interest of employees and provide the ability to obtain cadres to work and continue with
these accounting programs ready.

4. CONCLUSION

Although the automated accounting systems are considered more accurate with the
completeness of the types and policies of information security, they also provide a service to
customers in providing the services they need in obtaining reports. In order to reach the highest
desired benefit from ready-made accounting programs, internal auditors must understand and
understand the security policies and procedures for information, as well as ensure the flexibility
of policies related to accounting programs and help in making profit for the company, and these
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programs must be appropriate for computer networks that help to collect and distribute
Information, and the auditor must work with software providers cautiously and ensure that they
operate successfully in the company in the environment of changes that occur in the activities
and business of the company.

The auditor should try to mitigate it, especially in an IT environment that is not without
risk. Therefore, the IT auditor must take into account the various types of auditing risks and try
to mitigate them as much as possible, from the change in the environment surrounding the
company and the changes in the activities and business of the company in light of information
technology. Designate members of the documentation group to review responsibilities to
understand the evidence in place and the nature and timing of the audit results tested. The
auditor must document the audit procedures taken to understand, test and evaluate risks in
addition to conducting analytical tests taken directly on the values and disclosure related to the
financial statements. This guide is compiled in the auditor worksheet files. Internal auditors
must realize the need to know the design and development of programs, their processing and
how to test them, in order to ensure the survival and continuity of the programs in the company,
and the possibility of determining the period during which these programs can remain suitable
for the activities and business of the company, which helps to identify how to change the control
system These programs, and determine the required maintenance period and ensure the
availability of suitable spare parts, in addition to conducting a periodic review to ensure the
continuity of these programs, as well as identifying the changes that occur in the company and
the surrounding environmental conditions.

RECOMMENDATIONS

e The need for the internal auditor to keep abreast of the latest developments in accounting
science related to the security and confidentiality of accounting information

e The necessity for the internal auditor to be qualified to deal with computer networks as
the basis on which to transfer computerized accounting information and to define the
appropriate authorities for that.

e The necessity of paying attention to developments in the use of information technology
tools, identifying the opportunities for using them in the facility, and determining the
risks of using them on the security and confidentiality of accounting information.

e The necessity of qualifying and training the internal audit department with specialized
training courses in the field of security and confidentiality of accounting information
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