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Abstract

The interest that the digital (electronic) evidence enjoys has become great compared to other evidence.
In fact, this is due to the spread of the use of digital information technology which role has increased with
the entry of the Internet and computers into various areas of life. So, the research issue lies in that this
virtual medium has become a hotbed for a range of perpetrators called information criminals. Actually,
the crimes they perpetrate are located in the virtual medium, or what can be called the digital or electronic
world. In fact, several results and recommendations were reached in this research, the most important of
which is that the digital (electronic) evidence is the best evidence to prove this type of crime because it is
of the nature of the medium in which the crime was committed. Hence, from here, the interest in this type
of evidence began, bearing in mind that the proof of the digital (electronic) crime is not limited to digital
(electronic) evidence as it is possible to prove by traditional evidence such as testimony, confession, and
others. Therefore, the issue of accepting digital evidence (electronic) is affected only by the extent of the
criminal judge's conviction of it if such type of evidence can be subjected to the discretion of the
judiciary.

Keywords: Criminal Judge, Discretion, Digital Evidence, Information Systems, Electronic Crimes

M GIAMIERAALE, B () ERAEE TR R, FL b, XEH THETEEHR
A0 K, A AR L S AN ETR D4 N4k, 2055 B EORMIE R EoR—OR, R, AF5E
[IRAE T, XPEDBHA TR —RIPLIRE RRIR, #Ro1E BRI, Sfr b, M{IFTILRIIRIT
HAFAE TREADE A, it R pmER T s 7 IR o0 b, XIRTERR T LA S5 RN Y
, HPEREERE, BT (BT ERRIE LSRR RIS, KDy BA LI ROME R



mailto:t_khashashneh@yahoo.com
http://creativecommons.org/licenses/by/4.0

Khashashneh et al. The Authority of the Criminal Judge to Assess Digital (Electronic) Evidence in Jordanian, Egyptian, and

632

French Legislation, Vol. 57 No. 5 Oct. 2022

o WER), M, MBI, WXIUERGEIHG T, ZHAE, By (RT) JLIRAIETEIE
ARETES () EE, Ry LGEIER, MRS EGEEARIEA, R, R, #25
Beards () AORIEY I SR E WHE TR EE RO, A0SR EIESE 7T LUIRM G AR H

H AL

R Y, HRRRR, TR, RERG%. TR

I. INTRODUCTION

The criminal judge assesses the evidence and
conducts investigation as well as verification to
be convinced of the same [1]. In fact, before
issuing his ruling, the criminal judge conducts
research and verification until the aspect of the
right in the case becomes clear [2]. Yet, and to
that effect, he examines the various evidence and
presents it in the session for the litigants to
examine and refute to reach the truth that satisfies
his conscience and to form his personal
conviction to achieve justice [3]. Therefore, the
authority of the criminal judge toward the
evidence is determined within the scope of what
the law has specified for him based on legal rules
that the judge does not deviate from, otherwise
his judgment will be invalid [4].

A. Importance and Objectives of the Study
Accordingly, and from this viewpoint, the
judge’s work is governed by two systems: First:
the legal proof system, in which the legislator
restricts the authority of the criminal judge to
accept evidence, as the latter does not have the
power to deviate from it [3]. Hence, and in case
of satisfying the required elements of the
evidence as established by the law, then the judge
shall be bound to build up his conviction and
base his judgment on the basis of this evidence,
even if he is not personally convinced of the
same. In fact, this system finds a wide scope in
civil proof as it prevailed in the past in some
systems of criminal proof in the old days.
Secondly, a legal evidence system that is closer
to the Anglo-Saxon system of evidence, or what
is known as the general law system [5], [6].
Based on the foregoing, and in the persuasive
evidence system, the legislator allows the judge
wide freedom to accept the digital (electronic)
evidence according to his personal conviction
without imposing a specific evidence of the same
whereby he is recognized with a discretionary
authority to evaluate the evidence presented to
him in the criminal case. This system is one of
the most common systems in various procedural
legislation as it allows the acceptance of physical
evidence and other evidence, such as digital

(electronic) evidence resulting from the
commission of a digital (electronic) crime
because it gives the criminal judge flexibility in
accepting evidence extracted from computers
based on what is reassuring to him [7], [8].

Yet, in addition to these two systems referred
to, a third system appeared, which is the system
of scientific evidence that is based on the use of
technical methods revealed by modern science in
proving the crime and attributing it to the accused
person. Actually, and the main role in proving the
crime is given to the expert in addition to making
the most important evidence as being the
presumptions subject to rigorous scientific
examination from which evidence of guilt or
innocence is extracted [4]. In fact, this system has
been particularly popular and well received by
the proponents of the positivist school, who
predicted a great future for it in that it would
replace the system of judicial conviction [9].

Hence, it follows that this restricted system of
evidence contradicts proofs in the field of
computers and the Internet, which calls for the
introduction of amendments to suit these crimes,
for which this has led some to call for the
acceptance of evidence derived from computers
as an exception to the legal evidence system, and
hence, the authority of the criminal judge to
accept informational evidence in proving a digital
(electronic) crime should depend on the
flexibility of the criminal judge in accepting the
evidence presented to him [10], [11].

B. Materials and Methods

In this research, the comparative applied
approach will be followed due to the diversity of
legislation that differed in dealing with sections
and topics within this topic, in addition to
indicating the differences between them and to
know the strengths and weaknesses of these
various trends as well as the extent of their
adoption. Further, this research required to come
to the analytical method to analyze all the texts of
legislation related to the topic of this research to
identify its contents, implications and goals and
to criticize and comment on them. Further, the
critical approach will also be followed to
highlight the views and trends of jurisprudence in
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the issues adopted and to highlight the critical
aspects of the researcher for each aspect adopted
by the jurisprudential trend, for which this
research necessitated the use of several
approaches due to its complex nature between the
texts of legislation, opinions and jurisprudence
trends [12].

Il. THE SYSTEM OF JUDICIAL
CONVICTION AND ITS VALUE IN
PROOF WITH DIGITAL
(ELECTRONIC) EVIDENCE AND ITS

LiMITS

Note that, to prove the accusation against the
accused, the judge must reach certainty in terms
of verifying that the accused committed that
crime. In fact, certainty in this case is judicial,
not personal certainty and that certainty is
reached by the soundness of the evidence that
contains persuasion but not extracted from the
imagination [13]. Yet, the knowledge required to
be available to the judge in the digital (electronic)
crime requires familiarity with some scientific
rules that help him understand how the crime was
committed to reach complete conviction without
swinging between innocence and conviction
toward the accused, otherwise innocence is the
applicable ruling [14].

A. What Is a Judicial Conviction System of
the Digital (Electronic) Evidence?

The principle of judicial conviction means
that the judge may accept all the evidence
presented to him by the parties to the case, as
there is no evidence that the law prohibits him
from accepting in advance [3], [15]. Further, he
may exclude any evidence that does not reassure
him, as there is no evidence imposed on him,
while he has full discretion in weighing the value
of each evidence separately at the end of which
he has the power to coordinate between the
evidence presented to him and to draw a logical
conclusion from this combined and mutually
supportive evidence represented by the innocence
or conviction ruling [8].

In fact, this principle has been approved by
Article 302 of the Egyptian Code of Criminal
Procedures, which states that the judge shall rule
in the case according to the belief that he has
formed with complete freedom and in accordance
with the provisions of Article 427 of the French
Code of Criminal Procedures, which indicated
that, except for cases regulated by law in another
way, crimes may be proven by all Methods of
Evidence. In fact, the judge shall rule according
to his pure conviction and in accordance with the

provisions of Article 147/2 of the Jordanian Code
of Criminal Procedures, which stipulates that the
evidence shall be established in felonies,
misdemeanors and violations by all means of
proof while the judge shall rule according to his
personal conviction.

Hence, and in conclusion to the above, and in
the judicial conviction system, judges are not
entitled to exclude any means of evidence while
they have the right to determine the extent of the
evidence found in the digital (electronic)
evidence that was collected from the computer
container system [9]. However, in this context,
all information recorded on the system can be
restored before the courts, based on the fact that
this information is subject to the rights of the
defense (the principle of adversarial judgment)
[4].

For this matter, the judge rules according to
the principle of his judicial conviction while all
elements of the evidence present are subject to
his free personal judgment, as in the matter of
confession — set in Article 428 of the Egyptian
Penal Code as it is permissible to consider that
the judicial conviction is the complete equivalent
of the concept (without any doubt) and to obtain
a high degree of probability but not to reach a
definitive confirmation and therefore, the judicial
conviction intended here, which stands in a
middle position between certainty and belief, and
in both cases the judge’s decision must be based
on certainty and belief, not on conjecture and
possibility. Hence, the evidence in criminal
matters is characterized as being supportive, i.e.,
supporting each other as well as being
characterized by its finality and dependence on
certainty and doubtlessness, meaning the
necessity to recognize the crime and the validity
of its attribution to the accused on an
unquestionable basis [16].

Additionally, according to Articles 1316-2
and 1316-3 of the French Civil Code, electronic
writing has the same strength as paper writing
while the criminal judge may determine in
various ways the most correct decision, whatever
he relied upon. Hence, by this method, the judges
are responsible for assessing the power of the
digital (electronic) evidence submitted to them
freely, while the courts have the right to issue
highly contradictory decisions, especially in the
commercial field [2].

B. Limits of the Principle of Judicial
Conviction in the Proof by Digital
(Electronic) Evidence
Note that, according to the provisions of

Article 427 of the French Code of Procedures, the
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judge may base his decision only on the evidence
presented to him during the discussion of the
criminal case. However, Article 302 of the
Egyptian Code of Criminal Procedures states that
the criminal judge must rule on the case
according to the belief he freely formed.
However, he may not base his judgment on any
evidence that was not presented to him in the
session, which is also consistent with the
provisions of Article 148 of the Jordanian
Criminal Procedures Code, which states that the
judge may not depend except on evidence
submitted during the trial, which was discussed
openly by the opponents.

Hence, the Jordanian Court of Cassation ruled,
in its judgment No. (22/2022) issued on March
30, 2022, that: “In this regard, we find that
Article 147 of the Code of Criminal Procedures
has given the trial court in criminal matters a
wide authority to be convinced of the evidence
presented to it and that it has the right to extract
what it is satisfied with of the same and to
exclude what it is not convinced of fort which the
Court of Cassation has no control over the trial
court in its assessment of the evidence as long as
the judgment was based on foundations derived
from established elements in the case papers that
lead to the conclusion it reached. Hence, and
since the Major Criminal Court, and by its
contested decision, has thoroughly discussed the
evidence of the case and referred to the evidence
on which it relied in forming its conviction in its
challenged decision, which is a legal evidence
that has a firm origin in the case that leads to the
conclusion it reached in addition to having set the
legal articles that govern the incidents while its
decision included the causes and reasons, which
fulfills the purposes of Article (237) of the Code
of Criminal Procedures, then the same
necessitates refuting these reasons.”

Accordingly, and in accordance with the
principle of freedom of evidence found in the
above-mentioned articles, the complainant has
the right to present, before the criminal judge, the
physical evidence of the digital (electronic) crime
[3], [17]. In this context, all information recorded
on the system can be restored before the judiciary,
based on the fact that this information is subject
to the rights of the defense (the principle of
adversarial judgment) and if the outputs of the
digital (electronic) means are considered proving
evidence in the case papers entertained by the
judge, they must be discussed before the litigants,
and it follows that these outputs, whether printed
or data displayed on a computer screen, or
whether being statements included in carriers or
in the form of tapes, magnetic or optical disks, or

film thumbnails, are subject to discussion when
relied upon as evidence before the court [16].

Hence, and if the judge judges by his own
conviction and not by the conviction of others,
then he must re-check all the evidence in the
papers in order to be able to form a conviction
that will bring him closer to the realistic truth that
every just and diligent judge aspires to [18], and
it follows from this principle that the judge
cannot rule in digital (electronic) crimes based on
his personal knowledge or based on the opinion
of others unless the third party is an expert and
his conscience is comfortable with the report
made before him, so that the conviction on the
basis of which he has issued his judgment is
generated from his belief and not from the
expert’s report [11].

I11. POWER OF DIGITAL
(ELECTRONIC) DOCUMENTS AND
PAPERS BEFORE THE CRIMINAL

COURT

Computer outputs mean not only the papers
that come out of the printer, but also the data that
the computer records on various supports, e.g.,
disks, magnetic disks, or the device’s memory
itself [19]. In fact, the problem with digital
(electronic) documents is that the information
that is recorded on electronic media cannot be
read with the naked eye, thus it is considered
invisible evidence, and therefore, this recorded
information can only be extracted by special
spinning devices and with the help of a computer
called a spinning device for information storage
media [20]. Furthermore, the tapes and connected
supports can also be read only by using a
computer [2].

Yet, and if the rule in criminal cases is the
permissibility of proof by all means of legal
proof, then the evidence must be one of the
evidence accepted by the law, and therefore the
importance of the law’s recognition of evidence
of a digital (electronic) nature emerges,
especially since informatics is almost the only
evidence tool that is used to search for evidence
regarding the crimes committed by computer,
such as cases of money seizure by manipulating
information stored in the memory of the
computer and its programs, to transfer all or some
of the balances of others to the offender’s
account, and therefore the digital (electronic)
evidence revealed by the computer is what helps
to reveal the truth, and then the evidence revealed
by the computer is a necessary and sufficient
method of proof [6].

In fact, and if the general principle is the
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freedom of the criminal judge to form conviction
from any evidence he deems appropriate,
including written evidence and the written
document as a proof that is subject to the
principle of (judicial conviction), then every
value derived from the judge’s conviction of the
validity and truthfulness of the data contained in
it shall be considered while the judge must derive
this conviction in accordance with the general
rules of criminal evidence, so that the new digital
(electronic) documents stored on new media such
as microfilm and perforated supports of all kinds,
as one of the computer outputs, connected paper
supports and outputs on tapes and CDs, do not
easily adapt to the traditional rules of evidence,
especially in terms of the availability of the
elements of written evidence, the concept of the
image or copy and its authenticity [4], as well as
the difference in the system and form of storage,
preservation and retrieval, because the only
recognized method so far to prove legal actions
in civil matters and mixed works is writing [19].
In fact, the legal system of civil proof is based
mainly, in Jordan, Egypt and France, on a written
a paper document signed by hand from whom the
writing was issued. Therefore, writing on the one
hand and a written signature on the other hand
are the two elements of complete written
evidence in the traditional systems of proof [6].
Hence, the Irbid Court of First Instance, in its
appellate capacity, ruled, in its judgment No.
(2426/2022), issued on May 16, 2022, that: “As
for the first and second reasons for the appeal, the
effect of which that the court erred when it issued
a verdict of conviction, as this case needs
technical expertise or technical experts to
download the voice recordings "WhatsApp
message” and then preparing a detailed
experience report while the expert's testimony
will be the final decision in the case - as the
cybercrime law has drawn new ways for the
legislator to prove - which is the informational or
digital evidence — which the Jordanian legislator
calls the electronic evidence - and the proof of
electronic crimes depends on the electronic
evidence being the only way to prove this type of
crime, and since the complainant’s attorney
dismissed this evidence “experience”, as it is the
basis evidence in this case, and therefore, the
court had to declare innocence and/or lack of
responsibility because the WhatsApp message
was not downloaded by a specialized expert or
experts in addition to that the court erred when it
relied on contradictory and faltering traditional
testimonies and evidence that are not suitable for
conviction, as these evidence are not suitable for
conviction - as electronic evidence is the product

of modern technology which gathering and
extraction is made by special and technical
programs of high technique- being an intangible
evidence which turns to be a material evidence
when preparing the experience report with its
content through an expert whose testimony shall
be heard by the prosecution or the court which
the court did not do, as the complainant’s
attorney dismissed the technical expertise .. Since
the statements of the defendant who appealed to
the public prosecutor, which is a confession to be
considered, in which she mentioned that she sent
the audio message, the subject matter of this case
on February 25, 2021, and the content of this
audio message is a threat, then there is no need to
conduct technical expertise, especially since the
defendant did not submit any evidence refuting
the evidence of the prosecution, and therefore
these reasons do not refute the appealed decision
and requires dismissal.”

Yet, and in another ruling, the Amman
Criminal Court of First Instance - Misdemeanors
of First Instance, ruled, in its judgment No.
(2298/2018) issued on November 19, 2018 that:
“With regard to the offense of slander and
contempt through the information network, the
impersonation of an electronic account and the
impersonation of the account owner without
permission, then the court finds that the
Facebook site named (h h), which is the site that
was used to send messages of defamation,
slander and contempt to the complainant while
the evidence was not presented by the Public
Prosecution that the suspect was the one who
used that account, created it, or impersonated it
for him but, on the contrary, the expert report
made on 31 January 2016, on the suspect’s cell
phone and number, stated that it was found that
an account on the Facebook site (h h) was not
used in addition to the fact that the complainant,
the prosecution’s witness mentioned in his
testimony that he asserted that the suspect had
nothing to do with those messages and that they
were sent to him from lIraq while the suspect
resides in Jordan, which necessitates in this
situation, and for not presenting sufficient
evidence to link the suspect to these two crimes,
declaring his innocence from them.

A. Criminal Courts Follow the Methods for
Proving Established in the Special Law
Regarding Digital (Electronic) Evidence
The criminal courts follow the methods for

proving established in the special law, but the

problem is mainly limited to civil articles in the
extent to which these new technical means agree
in completing transactions with the legal
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requirements to prove legal actions on the one
hand, and the extent to which the new media is
accepted as convincing evidence in criminal
proof on the other hand [9].

In fact, it is legally established that the
criminal courts are competent to adjudicate civil
matters, on which the decision in the criminal
case depends, as Article 225 of the Egyptian
Code of Criminal Procedures stipulates that the
criminal courts shall follow, in non-criminal
matters which are decided according to the
criminal case, the methods for proving
established in the law related to those issues.

Hence, and based on the foregoing, the
problem appears here if the civil issues to be
decided upon are recorded in a microfilm or in an
electronic document, as it is required in this case
to follow the rules of civil proof, whether
concerning the elements required in these
documents or concerning the extent of their
power in proving [2].

But we do should note that in this case, and in
order that the evidence stored electronically can
be considered conclusive evidence, this depends
on the accuracy of the devices used to detect
fraud. So, and if these devices are accurate and
detect fraud by an expert, then they are
conclusive evidence [11]. Therefore, digital
(electronic) evidence can be used as conclusive
legal evidence when the legislature states that
digital (electronic) information is evidence to
prove civil and commercial actions [16], [21].

In fact, some comparative legislation accepts
the sources of information related to the
computer or obtained from its systems, such as
the outputs of the automated data processing
system, the data written on its screen, and the
data recorded on magnetic supports or stored
within the processing system as evidence on
which the criminal proof is based and that this
evidence obtained from digital means (electronic)
is subject to the discretionary power of the
criminal judge [14], [22].

However, this problem does not appear in the
Latin system, where the principle of the criminal
judge’s freedom to be convinced of the outputs
obtained from digital (electronic) means prevails
[9]. As for the problem in systems that adopt the
legal evidence system or the system of (general
Sharia), according to which it is permissible to
accept any evidence of proof [3], [23].

Hence, the Zarga Court of First Instance ruled,
in its appeal capacity, issued the judgment No.
(176/2021) on January 26, 2021 to the effect that:
“In this, we find that proving in criminal matters
is permissible by all means of proof, and that the
criminal judge rules according to the evidence

presented and his sentimental conviction derived
from the evidence submitted by the Public
Prosecution or the defense’s evidence based on
the text of Article (147) of the Code of Criminal
Procedures as the criminal legislator did not
restrict the criminal judge to evidence of itself
without another except for specific crimes
exclusively. Further, that the legislator, in the
Code of Criminal Procedures, has approached
tangible evidence and did but has not caused the
electronic evidence to be covered singly by any
provisions in the aforementioned law.
Furthermore, the cybercrime law did not specify
how to access the electronic evidence, but the law
gave authority to the electronic evidence if it was
obtained according to the technical basis in
collecting the electronic evidence and provided
that the access to it is legitimate. In fact, note that,
in electronic crimes, in most cases, it is reached
through technical electronic means according to
equations and means of research related to the
electronic evidence, and that the electronic
evidence is of power in proving the electronic
crime and the extent to which it is related to the
perpetrator (the cybercriminal). Yet, and as we
find, with reference to Report No. (4371/2003)
dated 4 March 2020 issued by the Department of
Laboratories and Criminal Evidence/Electronic
Forensic  Evidence  Department,  Digital
Evidences Branch/Criminal Investigation
Department, kept in the investigative file, from
which it is found that after examining the mobile
device of the model (Samsung Grand) of the
black color, and after retrieving all existing and
deleted photos and videos on the device to search
for traces of the use of an account on the
Instagram website (C), the account (C), the
Instagram account (C) and the account (C), then
the same was not found regarding the effects of
using the Instagram account referred to above or
the account that bears the identifier referred to
above, with which we find that the digital
(electronic) evidence contained within the
evidence of the Public Prosecution does not refer
to the appellant’s use of any of the accounts that
were examined on the seized device that is the
subject of the case, meaning that the evidence
submitted did not prove the issuance of any
insulting or slanderous expressions towards the
complainant in this case on the one hand, and on
the other hand, and with reference to the evidence
of the person (witnesses) of the Public
Prosecution represented by the testimony of the
complainant, then what was mentioned in these
testimonies regarding the use of any Instagram
accounts by the defendant is just a statement that
lacks technical evidence for which it has been
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proven through the report issued by the
Electronic  Evidence  Department/in  the
Investigation Department that there are no traces
of using any Instagram accounts or any websites
by the defendant that offend the complainant in
any way since the focus of cybercrime is the
extracts written on an electronic support, from
which evidence is obtained electronically and by
means of technical means to obtain digital
evidence to prove electronic crimes for which we
find that what was referred to in these reasons is
relative and refutes the appealed decision for
which the judgment must be annulled and the
appellant declared innocent of the crime ascribed
to her due to the lack of legal and convincing
evidence against her”.

B. The Digital (Electronic) Evidence Must Be
Related to the Incident in Question Being
Entertained before the Court
Based on the foregoing, the digital

(electronic) evidence must have significance so

that it exceeds or clearly exceeds its harmful

impact on the criminal case [8].

In fact, although the penal legislation set these
conditions for accepting proving evidence, this
legislation excluded some of the evidence despite
the availability of legal conditions in it. Such
evidence includes auditory testimony, i.e., the
testimony based on indirect knowledge (derived
from secondary sources such as other people,
books, or records) and that the matter is also
related to the testimony that would disclose the
secret of the profession, although the countries of
the general sharia differ in this matter in terms of
its extent or scope [3], [24].

Therefore, it must be emphasized that the
restrictions set by general sharia in accepting
evidence would reduce the importance of
evidence derived from the computer as evidence
in computer crimes, if we take the rule of original
evidence or the rule of original writing in this
system, as this rule requires that the evidence
presented in the criminal case is the best that can
be obtained in relation to the nature and
circumstances of the case, which requires that
this evidence be primary and not secondary [4].
However, this raises a problem when proving
evidence extracted from the computer,
considering that they are electronic signals or
electronic impulses that can only be viewed
through the computer as they are not seen with
the naked eye [11], [25].

In fact, since the objective of the evidentiary
process is to establish valid evidence on which
the criminal judge relies in his rulings, so the
extent of the power of these outputs is searched

according to what the legislator decided in the
field of proof whereby the legislations, the
subject of the study, adopted the method of the
Latin legislations and relied upon the free
proving system or the system of the artificial
evidence in which system the law does not draw
specific ways of proof that the criminal judge is
bound by, but rather the freedom of proof is
generated for the parties to the litigation to
present what they deem appropriate to persuade
the judge to form his belief based on any
evidence presented before him, while he has the
right to assess the persuasive value of each of
them according to what unfolds in his conscience,
as there is no authority over him except his
conscience [2], [26].

In fact, it is clear from this that the judge is
absolutely free to use all methods of proof to
search for the truth and reveal it as long as these
methods are legitimate and he evaluates every
evidence presented before him because the
principle of freedom and conviction of the
criminal judge in assessing the value of evidence
exists while he may derive it from any source that
reassures him which is without the legislator
dictating to him a specific authority or obligating
him to follow specific means to reveal the truth
as a general rule [16], [27]. In fact, the most
probable justification for the emergence of this
principle, established by the law for the criminal
judges, is the emergence of the scientific
evidence [6], [28].

Yet, perhaps it is useful to confirm that the
criminal judge decides in the case he is
entertaining based on the conviction that he
derives from the evidence of the case presented
to him when it is being considered [8], [29].

Hence, the Jordanian Court of Cassation ruled,
in its judgment No. (1303/2022) issued on July
17, 2022, that: “With regard to the felony of
indecent assault of a female who has completed
fifteen and has not completed eighteen years of
age, in violation of the provisions of Article
(298/1) Penal and as indicated by Article (15) of
the Electronic Crimes Law, and where there was
no evidence linking the accused to this crime or
that he photographed the victim while she was
naked, or otherwise asked her to take off her
clothes and watched by him through the phone
camera while they were communicating on her
phone together and that the prosecution did not
provide evidence that the accused committed this
crime and that the victim did not mentioned this
incident for the police’s statements, especially
since the accused denied committing this crime,
as the penal judgments are based on certainty and
belief, not on doubt and guesswork, for we which
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should declare the accused’s innocence of this
crime”.

IV. CONCLUSION

The outputs obtained from digital (electronic)
means do not represent a problem in the Latin
system where the principle of the criminal
judge’s freedom of conviction prevails. Hence,
the French jurisprudence approaches the power
of these outputs in the criminal articles within the
matter of accepting the evidence obtained from
tools or scientific evidence, which should not be
accepted as a means of proving unless satisfying
the conditions set for the same.

In fact, the acceptance of evidence obtained
from digital (electronic) means raises many
problems considering the Anglo-American rules
of criminal proof, which embrace, as a basic
principle, the proof by testimony related to the
incident in question. Therefore, the acceptance of
printed documents for the outputs of digital
(electronic) media, which are electronic signals
and magnetic pulses, represents a problem before
the judiciary in this system as neither the jurors
nor the judge can debate the evidence generated
by them or put their hands on it and this makes
the same as secondary and unoriginal evidence.

Hence, and from this viewpoint, it is
necessary to develop special procedural texts
regulating the use of modern technologies in the
detection and use of digital evidence (electronic)
as well as its use in the scene of electronic crime
as well as extracting digital evidence and dealing
with it to be evidence acceptable to the judiciary.

Additionally, attention must be paid to
preparing experts and specialists based on the use
of scientific means at the scene of electronic
crime to deal with digital (electronic) evidence in
an attempt to bring the real truth closer to the
judicial truth.

Finally, the research revealed to us the
importance of digital (electronic) evidence in
criminal proof, especially if it was obtained
within the stipulated legal controls. Therefore, we
suggest that specialized experts be prepared to
examine digital (electronic) evidence in high-tech
digital forensic laboratories.
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